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Abstract Today’s Internet is one of the necessaries of our life. Anomalies of the Internet provoke
social problems. For that reason, Internet Measurement which studies characteristics on Internet traffic
attracts pubic attention. Recently, Traffic Dispersion Graph (TDG), a novel traffic analysis method,
was proposed. The TDG is not a statistical analysis method but a graphical visualization method on
interactions among network components. In this paper, we propose a new anomaly detection paradigm
and its technique using TDG. The existing studies have focused on detecting anomalous packets of
flows. On the other hand, we focus on detecting the sources of anomalous traffic. To realize our
paradigm, we designed the TDG Clustering method. Through this method, we could classify
anomalous hosts infected by various worm viruses. We obtained normal traffic through dropping
traffic of the anomalous hosts. Especially, we expect that the TDG clustering method can be applied
to real-time anomaly detection because calculations of the method are fast.
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