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ABSTRACT

Many modern systems use virtualization to subdivide the sufficient resources of a computing sys-
tems. The small part of systems is called virtual machines(VMs). Virtualization is designed to
achieve a number of objectives such as isolation, high availability, workload balancing, and sandbox-
ing. To achieve the virtualization, a machine introduces a new software layer called hypervisor which
is often called as virtual machine monitor. Similar to operating systems, hypervisor provides CPU,
memory, interrupt, timer, and IO virtualization. Basic principle of hypervisor is trap-and-emulate
strategy, which is used by virtual machines to emulate the privileged instructions and the register
and to pretend to the OS that it is still in kernel mode. There exist software-based hypervisors which
use binary translation or adaptive binary translation instead of trap-and-emulate strategy. Another
category of virtualization is paravirtualization. Paravirtualization modifies the operating system of
virtual machines for improving the performance of the hypervisor. As virtualization is important
from servers to embedded systems, hardware manufactures have supported hardware extensions for
trap-and-emulate strategy. Intel adds VT-x and VT-d virtualization extensions, AMD adds AMD-
V virtualization extensions, and ARM adds ARM virtualization extensions for hardware supported
trap-and-emulate virtualization. In this paper, we examine the essential hypervisor techniques and
hardware virtualization extensions. Hypervisor can be divided into two categories; type I and type
2. Type 1 hypervisor runs directly on the host machine’s physical hardware, and it is referred to
as a bare-metal hypervisor. Type 2 hypervisor is typically installed on top of the existing operating
systems, and it is sometimes called a hosted hypervisor. Type 2 hypervisor relies on the host ma-
chine’s OS to manage calls to CPU, memory, storage, and network resources. Typical type 1 and
type 2 hypervisors correspond to Xen and KVM, respectively. In this paper, we present Typel and
Type2 hypervisor architectures and virtualization techniques. Although hypervisor is responsible
for 10 virtualization, KVM hypervisor use different IO virtualization methods. In this work, we also
deal with typical 10 virtualziation methods such as QEMU full device emulation, virtio, vhost, and

device direct assignments.
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2.2 Achieving High Performance via Co-Designed VMs [16]
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c¢) Implementing a virtual architecture with a
hardware/software co-designed virtual machine.

Figure 1: Virtual machine co-design.
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Figure 2: ARM CPU modes
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4.1 Hardware-Supported Virtualization on ARM [17] [6]
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Switching H|-8-2 1> B 22, World Switching2 \ st o]L & 3lo|njuto]| 2 & A SH= ZAo| Q35}ct.

Memory Virtualization
stolsutol A7k ZAE o, FPAEIAIC] K G Bel Fak A Wma) A9 Fa PASHE thck 714
HAlo] B Q= 585 A E Intermediate physical address (IPA) 9-& Guest physical Address (GPA)=}11 H=t}
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TTBR VA

Y

Y

Stage-1 L1
| Tane Lz

| Takle L3 Y
| Fage [ —GPA
VTTER ]
—
Stage-2 Li ( »-
B Tawe | L2
b Tabio La

ofe]l ufe} AHAel FHEA (VAYS 28bA ] BledThgo] Washch. VAS IPAR BIXGH= 742 Stage-1 page
translation, IPAS PAR ¥ X35}= 114 -8 Stage-2 page translationo]2} FEEtt ARMO] 7HAT SHEYo]= 20+
HATAG-S g

ad Stage-1 I} Stage-2 H|o] W A|, page table walk ¥} 1} Wt} Stage-2 Ho] YL HCR_EL2
Y A0 A AA 755t Stage-1 o] 9] base registers= TTBR(Translation Table Base Register)©]| 17
Stage-2 #Ho] ] base register= VITBR(Virtualization Translation Table Base Register)o]t}. Q3+ -2
Stage-17} Stage-2 AFo] o] page table levelo] CHEZ O] Stage-1:2 3T, Stage-2+= 48 4 k.

Interrupt Virtualization

a9 EIQ} Zro] ARM-2 GIC(Generic Interrupt Controller)of| A4 VGIC(Virtualization Generic Interrupt Controller)

£ 7}t GICE= DistributorE 17)], CPU interfaceS T ol 17]] 7} t}. VGIC: virtual CPU interfaceE T

ot 7}2 7} t}. Distributor+= PPI(Private Peripheral Interrupt), SPI(Shared Peripheral Interrupt), SGI(Software

Generated Interrupt)E A giro} E4 T o]o] IRQ (Interrupt Request), FIQ (Fast Interrupt Request) & WA A|ath.

Distributor'= Memory-mapped IO (MMIO)E 3} {27155, o]S &l QIOHE Q] ALY E utA,, 5L

QIOHEE AU & 4 ot CPU interface= distributorof A QIOHEE A Wrol, CPUY| QIOHEE HAI A
—T, CPU= MMIOE 3} CPU interfaceo] L5} ACK(Acknowledge), EOI(End-Of-Interrupt) & T & 11

Jhsaie,

stolmuto] x| 7} stEfloje]  AlH-S P7] fl5i4= CPU interfaceo]] 7w Alo] ~ st Z-S Hrotofsh=t|,
w2t 2= QIO E= hyp mode?l sto]muHlo] zj o] A] o Eo]d E H a7} Qlth 1#1 ] ACKe} EOIZ-2 2}
ol g o] dstE A2 AF HHEE E R 9 W=7} Bt} VGIC+= virtual CPU interfaceE 7}l A, S= ¢ <]
OHEE= o dSlojmuto|z|7} AHS 7t °h 7 QIO E+= virtual CPU interfaceof| 4] o3 H}o] ]
oF11 ACK, EOIE 7}5-6}A 2ttt virtual CPU interfaceE  A|5}7] $J 5l A] Slo]mjHto] A= List register
27 IsHY o] ) /1A QIOHEE ListregisterE  df| T <9It} Distributor= 7H4T Qo] &
7| & of, £Z 74221 hyp mode = 2] trapo]| TAY St} IPI(Inter-Processor Interrupt)E WA A7) Q]3] 4= SGI

]
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Devices
GIC
. . | T
Distributor Control Intarfacs
I £ KT

IRQ/FIQ

- =5P
Virtual CPU Interiaca

List Registars

Diglributor
Interface

I

Controd Infarfac

ﬁ— L CPU Inedfaca ffF=-==-=-==--=-

IRQ/FIC
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Virtual CPU Interiaca

List Ruegistors

MMIO Interface

Figure 4: ARM Generic Interrupt Controller (GIC) overview

TololAl MMIOZ distributore]] = ¥go] HQ3td|, o]+= hyp mode=Z 9] trap& WA 2}—T1 sfo|mHlo] A
sdolds da g Qtrh

2 u

Timer Virtualization
o] E3F JIOHES} 7 2 StEglo] Al @S stolmuto|x7F P7] wZof,  o]w ol A hyp mode
29 trapg FIETE o] o] A5 WAYSE] wjZof|, virtual timer, virtual counterE 7R A 7Hgm] Alo]

~HH o Bt B BET

x86 versus ARM virtualization extensions

otz 2] \ [ff= x863F ARMS] 7HJT 9 StE=go] ] vl o]},

x86 ARM
CPU root, non-root mode hyp mode
Memory nested page stage-2 translation
Interrupt vAPIC vGIC
Timer X virtual Timer

Table 1: x863} ARM2] 7FAFT SHE gjo] H] 1
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CPU+= x867 ARM R privileged & o] 9] trapg  YStch AA - HHA o= A}o]7} Q=4 x869] 7% 7}
A A1-S 935t privileged level 2 TSIt} SFo] mHHEo] &= root mode®2 525}, 7HAFH AL
F26t=t], 52 5 Y5t privileged ring A2 7} T} root modeo]| A= vimrun2  3JA] non-root mode & T I
4911, 0l o /MM ALL 7| ET} ZAFE LX 9] privileged ringo]| A 528 4= 9ty EA 2 710] WEEA] non-
root mode+= exitH ¢ © 2 Slo|HH}o| & 7} EA|SF=root mode = trap= 4> UTF. Q3 H-L vmrun, exit H P A]
StEQo]7F A= © 2 Virtual Machine Control Structure (VMCS)2H= H| RL2]AFQ] A5t of 7IAHAIA R S A
Zstth= A o)t HhH ARM-E Exception Level 2 (EL2)2H=  7}& <l privileged level¥} hyp modeE T3t
RA 22 A A BLOGIA, 2 A4 ELIGAL, Sho] sjufo] 4 EL20) 4] S-25kA) AR}, 7] 2] sves
3] ELOO]A] EL12.2 AX3t 4= 9l=0], hved 3] EL1o|A] EL22 HX3F 2= 9t} x867} T2 A ARMO||A]
L AXA] SESolol ) ABH0R A 4 & Ae onz AmEgeldes dY BES T o
Folof ghet.

non-root mode =

FIele] 2 X865t ARM 5 2607 Wk IS, S, xioels AR K3 Wefe] Aoz o
Yol =t} x862 -9 it HI1A-E nested pageztal 231, ARMO] 79 st H S-S Stage-2 translation

ole} et

QOYEL % 3¢ % JOYE AESel] T 7158 Ytk eI Te] 20YE FES|el Advanced
Programmable Interrupt Controller (APIC)-2 7IAT 7|58 7} A] virtual APIC (VAPIC)-S RHE3Ith ARM2]
91O E 7 EE 7 ¢l Generic Interrupt Controller (GIC):= 7} T 7158 7}8llA] virtual GIC (vGIC)E 9HE-9]t}.
W, olmlExs6e 9E  groul ARMEO| 1 ojuig i)

4.2 Generic Interrupt Controller Version 3 Virtualization [10]

o] &l A= ARMO] GICS} AIAN o] ™2l Generic Timerol]  7FEl 7T 7]50f tia] 2pA] A4t

GICv3 Architecture
ARM op—MZ o] A= ofefjef o] 47]19] 10 H F7F At
1. Software Generated Interrupts (SGI): GA| A7 F2 TAAR—T, T2 A 4719 QJAOHEo|t}. Inter-

Processor Interrupt (IPD) 2} =2 Bt}

2. Private Peripheral Interrupts (PPI): 5% CPU Toje} Alsh= fjulo] A7 SHA2—= QIO H Eo|t}.
o|H JIOHE: of7]A &3ttt

3. Shared Peripheral Interrupts (SPI): /O Z2] 7} 2HAA—= ¢lOHEo|t}. ojH CPU To|2 & ZF 4= 9th.
4. Locality-specific Peripheral Interrupts (LPI): message based interrupts©| ™, PCI Express T H}o]| A7} A-2-5F
&= %l 91O Eo|t}. Message-Signaled Interrupts2t 1l &2,
QIOE 2] 25 o]2lo]% AOHE 15, AOAE S 49150 7 JOYET}7h & S4och OE 15
2 FIQE A & 5l= group0, IRQZ #| 2] 5}+= non-secure groupl, secure world-&<1 secure groupl 2 Lt}

GICv3+= Distributor, Redistributor, CPU interface2  37}]¢] &2 0 2 LA =}, Distributor= GICo] 17]] £A)5}
o, 229 QA OFHECQl SPIE A A3t} enable/disable register7} £A|6Fal, tjHto] AT 1bit7} & Q St} priority
register’} £A|5F11, tjvato] At 8bit7} I @ 5t} target register’} ZA51 1, T ol 8bitZ} W R5Hct  7FHo=2
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Distributor
SPI
(SP) Memory-
| mapped
Redistributor0| [Redistributori RedistributorN
(SGlI, PPI) (SGlI, PPI) (SGl, PPI)
CPU CPU CPU Hardware
Interface0 Interface1 InterfaceN .
Registers
CPUO CPUO CPUN

Figure 5: GICv3 +X

SGI register”} Z25}11, SGIE A Y ] @ 3 CPUA EE A5t} Distributor= 58 o A& |31, o] o] ¥ A
sl A9 Ao girt. =2 I A Memory mapped /0 (MMIO) & A A gtct.

Redistributor= T ol 17]] £A5hH, Tojo -85 = 2QlOH E 2l PPI, SGIE 4 A gttt} enable/disable register”}
ZA51a1, tHto] A 1bit7} = @ 5}, priority register’} £A| 5121, T]Hto]| AT 8bit7} H Q 5}t Distributor 2]
3} A H I, o] o] ¥AsH: A9 Ao glek 22 1A MMIOE A3 gt

CPU interfacet= T o] 17| A5, QIOHE A HE CPUY|| AZst= &S St} Priority mask register”} &
A)5k2, CPU interface”} A& @449 7] A3t} Interrupt Acknowledge Register IAR)7F £A5+1, A
OHE 4 & AAFT IARS ALES oL 97|15 7Hsoha SHEgojat o] 7155}tk End of Interrupt
Register (EOIR)7} 5111, QIOHE £2 o] 1S HA35I} EOIRS ALE Yol 7|ut 7bs6lal sfE 9o
= Q17]9t 7}5-5}c}. Running Priority register”} £A512, A QQOHE 9] $X4149]-& A Stct. Highest Priority
Pending Interrupt register”} =215} 1L, tF3 =& QlOHE IDE 7}~ t}. CPU interface= 1f] JIOHE # 2|}t
o 20~ HTLAS LB ol GICVIA WA Aol

GICv3 Virtualization

W= JIOYEZFEL2R trap™+= 212 Hla& A Q1 |, sto]wHto] A &2 0] XS sfjofst7] wfjiZo]tt. o= 210

ACK ol QIO E EOI ol = B Hlmg Aot} QIOY EZFEL1 © & trap™|= 212 o= &|o]d ¥}
glold Jee P A< o, 7HdmAdlo] st=dle]l  AldS P 22 shol{Hto] =] o] z]of julHt.
ol & sfAsl7] Ydl, AAF HE oF: Distributor®} Redistributor'= MMIOZE- ©]-&3| 4] EL2Z trap®] Al -G E 3t
t}. o] &  3f virtual distributor, virtual redistributor-2- 7} Alo] 21415} A5ttt memory mapped < & o] stage-2
translationo]| 4] W I o] QF & & = A 510, stage 2 page faults -F- LSt} sto]mHdto] 47t Al E-& Pl o &8 o]
A2 G gt AT E Qo] © 2 trap and emulate B4 WHE= A ojth

o m

oZiE_u

o]

23 2 E+= CPU interfacer= SFElo]d o2 QS dh=rt}. EL2 register set2 W= Z A H 19 Eloﬂ/\i =2 5
Q1=0] virtual CPU interface, List RegisterE TH50] 5 ¢t} CPU interface= EL29)| A TF HZ 9 A 71535} T,
virtual CPU interface= EL1oJA & X W 3 71551t} QlOYEE CPU interfaceS  3f] CPU9| AEstH
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slo] mupo] # 7} EL20]| A A x]o] 71AF JIOHEZ 7 —, virtual CPU interfaceo] &3ttt o] ¥4 -8 virtual
interrupt injection®]2} -2t} virtual CPU interface+= Sto|mHfo| 27} =4 = Z-2 oYl List registerE

) T2 72 = 2= 9Jt}. virtual CPU interfaceo] A== 7H QIOH E = EL20A] A E = Zotol|l= FA|E .
o], 7Hdm Alo] AFYEH FH QJIOHEE 146kl virtual CPU interfaceo]| A 4 HE 7H4 944 A 2]gtet. 7}
A} olOHE 7} €2 5| virtual CPU interface©] EOIR®| A HE hA] sto|mulo] A 2] 7Hdglo] QlOHE A 2|7}
Py g o) BE 9% QlOYEL stolnulol A2 tapo] S0} ShEge]  AEE 7F T 4 9T, ACKS}
FOI 22 )3 22 atolmutol 42 2] rapglo] A7hsatey.

Timer Virtualization

Generic Timer Yj}9] o]n Z£2X physical timer, physical counter, virtual timer, virtual counter= —FA] =t}
virtual timer®} counteri= 7Hg 41§ StEofo|t}. JIOHE A Y 7 A 9] ALE SYAA| X timere] LT
.97k g, ol JHgE Alo] ~Hajo 2 Haok AL sho|nfuto] 4 Uo] o}, ufdl sfolwtolx] 2
trap=|H @ S| =7} 7 Btk ARMof| A= o] & Sl 2st7] 915l JIOHEAH st=goj A o &2 7 tlo] AL
g 4= Q] timer, counterE G+ YT} virtual timer, counterS EL19)|A] 325l A& EL22 9] trapo] WY 5}

T AT

orL
11—

-

121} EL1of|A] physical timer, countero]] ZL5}l= Z-& EL2Z2 9] trapo] WAY5to] oA o Ego]Hdo] QS
ohEG olmE Fehs Aol ok ol e e Alo] obd BHE JHmAlel 7 o o Als)
virtual timer QIOHE = oA S}o]mHFo] #] 9] virtual interrupt injection T o] = Q S}t

rr

5 Type 1 stolsutol
ool A= tINA < Typel stojmuto] o] tzrelat 4+ & A2t

5.1 Disco [5]

A A7} scalabledt MAlS @57 oiAl= e FO = FAA Aol Basitth. o] FA A7}
Frofl—oll whet, o2 gt 22 ARt Azt Hl-g-o] =t} 7] &G A A7} scalabledt m Al o] BHA)
5= Aol ofd, £nE Qo] AFH st=gof AFAolel  7HJI ASS  Zhshs Aol m&Aoltt. 7ty
= AT E o] A& virtual machine monitor (VMM) 9-2 hypervisorgtal B2, HA1 9] g AAE 7T gt

7 <

MM AIE2 scalableqt A4 oF ™ scalable SF=QO1E AHEE HIZF 2 A8 = FAAT
= o
=

Ny
R Mo
J 0_9,

~_EL

g 71E S whe ) Hiok APgei A0 B StE o] 2 AnE AT
oRhwEl oSS, Blas wel A, T4 W A RAL ek VMMe] eRhel 7 We ARgshE, ol H g

gHE 1A L 5ol

77} A A 5H= VMMS] Discol= 712 VMMO] U= 2418 s dsls slaile] & of o*ur. A 29l VMM
A%, Discol 7o Aol A Sa5 A otsle B3-S 7 9 o820 dste] CPU TS gk wjma)

ROl Z4 WX S utEo] ZMAFTE}. /0 A2 9] AL /0 A28 ol RE "L% ZF=AA olE
glo] g sho] M TRITH Disco= B3 @HS|EE o] 7 A7) v R e] e} t A B F/-E 5 NUMA
Tz v i 2] el 714, copy-on-write T1A B 71, 71 YIE QB QlOT| o] A 711 & AH8-3tet.

iil ol
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Disco= 7T 7]H-&  3f scalability, reliability, NUMA |2 2] I£x 32| & A|&<ttt. NUMARE] 7| H= 7MY
wAlo] FEH o B2 TESH S ARTFEE FHoHE A5 71 AL\ H5E \gsto] o] Fof~ch

5.2 Xen [3]

2003 7] x86°] VAT 7|52 A|Zst &rolA] full virtualizationS - 3F7] =92 th VMware ESX server
-2 739+ binary translation 7|®{ © &2 - Fitt. Xen> the - HAlS Lokt AILE A A7} Sho] mHf

o|Z A& ol AA stegold]  AEE YA she WACIH o paravirtualization®) e} -2} paravir-
walization 4% 7001 FTHe ol AT, BHE ALE 294 A T S40] Wag ol 9lr.
Sl T Application Binary Interface (ABD= 4% 7] tlZof|, A|ILE S FAA ] §4] o]&8] o] 474

qlo] AHg7Hssiet.

Xen Design

W8] 7Sl RISCHAIQ] AL, Software-managed TLB2} ASID (Address Space Identifier)S 7} 11 917] o

o], wlme] T B0l 47 7 2 4 9lck x869] A% TLB7} ShESolol oaix] AE4os phejs

ASID7} ZA|5}  9FolA] context switchingA] = TLB7} flushElth= & o] gith oof utat 7T 4 L 0]
=t

x862] RHA| wfl 2ol Xen] W|H 2] 7MIT=27F & &7V th WA ALE f9AAl= o] Lol&& g9t

31 P e, Satefy @} isolation2 HA5}7] 954 Xeno] 7Hd-& W=c}. EF = address space?] 3 64MB+= Xen

o] EAt=S WE=H], o] F  off Xeno] T Y45t L= Yo 4 9] TLB flushE o 4= QI

MEL TR A A7 TSR A A2 Ho]  Lol&& WTex 395 o= BAh ALE LA A 7F AF4lo] 7t
TR Fto|A HEYE gdE W 7| TS o] F Xenof| TERI o] 2O ALE RFA|A| ] Ho]
Lol& 917]& Xeno] ZHQlol & 4= lo 7] 7412 Xen®] URlS otofgitt. Xenf] M o= AAE &
FAA = Ao w ] ArtS ARG - glow, T A Ho]  LolE 7ET S Yt ALE FAAA=
o Hjo]  Lol& Hulo]Enttt Xeno] S \NA&T5E7] 9IsA, batch A2 o] JH|o|EE @ 5HA &
e At

Segment descriptor table G A|] FAgE 7o

AL Xen?] 7H4-g HE=t}. address spaceH}t
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[¢]
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of,
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[e]
el
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CPU 7}A3}: privileged levelo] 279 A L 5= A-$, A|IAE LA L &7 o]Za] o]Ao] lower privileged
level-S Z-3-5joFgIt}. o] uf, 5lo] mHo] 2] higher privileged level-e  th T3 o]Za] o] Hof|A LA A=
O] Ao W72 sto|mHlo]| A 5 AA A 7H3 A o & WAt

x862] 7-¢- 1% [ 4702] privileged levelo] Al g 57| wfZol] @& Q1 7MFT 7L 7Hesttt. sto]mHto] 2l
XenO] ring02 4 1 71] AE QGA A7 ringl 0.2 A H privileged H 0] 2] T A A5§o] XenHt 7155
oAb o] AS ALE SGAIA Y] 4ol BRsHE ALE SAAA 7} privileged B oIS A3t uf,

iy gxﬂ NEEEL fault7]— A5, Sl faultS 2] 25 Xeno] 7 2 AYP-S St} ZF -2 A A 2] Exception
handler table(Vector table)5-2 Xenof 55 & o]of $tr}. Exception handler”} privileged W& o]-& 345 L=
7%= Xen9] 7H9 glo] U2 4+ 4 gt A4 A 0 2 =, handler code segment”} ring0o]| A AP E= =

U<l5}H =} Al AN \Q] 79 fast exception handler2 5235}, Xen2] 7Hd §10] 4~38 715517 SHct. Page fault
handler=CR2 g A0 AHE 7}4 Q= privileged H & 0] & Y517 |29, ringl o A A|AE &G A A 71 3
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Least privileged

> - Most privileged
Device drivers

Device drivers
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Figure 6: x86 Privileged Ring

User User User
Software Software Software

GuestOS GuestOS GuestOS
(XenoLinux) (XenoBSD) (XenoXP)

Xi A X Aw: X Aware Xeno-Aware
Device Drivers Device Drivers Device Drivers Device Drivers

5171 1941 Xen stack framedl A HE BASA ALE LA ALl 2 of ARFoH THgo] Bastt o F
3 AILE SGAA7F CR2 8] 2009 ~ 3 HI5H= AL uh=tt. Exception handler’} faults *2] ThA]
Q1 double fault®] 739, Xen©] % 2] ~ Exception handler’} A< %] 2] 3ttt Double fault®2 o} ¢

faultZ7} U= Al i
B2 faultZ} IR ALE R JAAE A =tk

/O Device 7H33}: 2 tjuto] 25 ~ A o & of&d|o]dshs Aol obd, 7]E HHfo]A Eato]HE \gg

T A T gk Xeno]l tiHbo] A Eto]H O] backendE, ZF EH|Qle] = ALE EFA A ol HHPo]A E

2tolH 9] frontendE G+ Sttt /O H|o]O= ZF TH|Qlof A Xen® 2 Ring mechanism®]2f= shared-memory 2}

asynchronous bufferE o|-83] A=t /O Q1O E = lightweight event delivery mechanism © 2 H|-57] % <&
STdor Bl 4= QA 5 Fhrh

olt

VM control & management: 1% [ Xeno] Aut# ¢l 22 1} With Xen W7}y 3 A&
elshetl A Erh soldutol 42l Xen AAE 71 £A Aof w7t

Domain02] £ AAo A A2 2 A Tk 7H4IEI A1 0] A4, FhatolALe] b4, cltol, £ vl
=2 Domain0 control interfaceS AFE-SF 4> )= Domain02] -G A Ao A o] )Tt

ofl rlo A

wh Y
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Reguest Consumer P -y Reguest Producer
Private pointer P £, Shared pointer
in Xen \ A/ A/ updated by guest OS

Response Producer
Shared pointer
updated by

Xen —

\ rad Response Consumer
R V Private pointer
in guest 08
[ IRequest queue - Descriptors queued by the VM but not yet accepted by Xen
[ Outstanding descriptors - Descriptor slots awaiting a response from Xen
[ ] Response queue - Descriptors returned by Xen in response to serviced requests

: Unused descriptors

Figure 8: Xen IO ring

Detailed Design of Xen
CPUZMISH A4 CPU 7T clzbele Bl 47k 1.0 2 et 94 Xend} woe17he] A2 AX o)
o]t} | elofl A Xeno 2 AEE ZXo| o] Juf= Hypercall-2 ©]-83Hc}. Hypercall2 o] H{Hfo] 2 2 9]
57 114 43 E 9]0 trapo] o}, AuFA Q] S A A Ao A1 2] Al2NNTHTFT 2 2 9)ek BH 2 Xeno] A ool o 2
E2 71X0] 2ol Asynchronous event (M 57] 2 o]#1E)E o] §3c}. 1 %72 o] lEL juo] 2 910
HES gAshT, Tolol 29} 2L sjoluuo] 4 o MES AYY 4 ek, TAHO L Tojeli  FH
bitmasko] Xenol O[IES T A2l Alctele oz 7 gk Eujeluict 54 o[ES AU %S 47
Vs oo,
SHE Xent} E1]91219] o]0 A tlARlolch. A4 Ho]0L] A4S Solelnt Xene] T4 so] 2 AHg5H
05 W& 5F= grant tableo] £ A3ttt /O request / response 2] 732, 1] Z-2 /O ring& \-&5t H| = 7| &
718 AF&3HtE 1/O ring-& producer-consumer 222 2T 1/0 ring2 T H|Qlutct Circular queue 2 5 =™,
Xenw} o) 5 H 7H53tt VO ring®] @ HHA F4 wo] oA A H < dlo]0 45 & 5 ek
/O ring®] Z t] = B H O = id7} F-of & o] 1o} A, Xen©] out-of-order® 8 %= *] 2| 5to ke H}. o= ZFA| 2 Ql
AF2 oYt} I/O 2lOHE 9-2 ¢ (notification)2 Hypercall®} H]5 712 o|HIER X2 Hct 2H|A 0 2=,
ToQlte] @8 W82 i Huol i @3of it JHES VO ringe] . o] hypercalls 3 Xeno] 7|
S A S R Bl E7] A oFIES S VO FHol 5= U™, VOringol| A §H HAHE 7HA4 2 4= ek
Al#=2 CPU &~ € tjz}elo| Qltt. Borrowed Virtual Time scheduling 715 AF&SHct S &~ €32 oI E
£ T2 TrQlo] wr2A ZjoiutA shr] sl ARERTE ol Zjolt EHdlo] FH A8EE Fof dA|A R
fair sharing& 7l 7ot} Est TojQlult} th2 scheduling parameterE 7}~ 4= $131, o)== ZHQ1029] ]
sxESol2 44 7Hsstch
o wo g Azt o]m tixiQlo] Qi Xeno] A|AE G A Ao Al5-0l= Al7H real time, virtual time, wall-
clock time©] QIT}. real time-2 machine boot ©]™ A|7F2 1} Y1, virtual time-2 T H|<lo] A2 AsYH A7+
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Figure 9: Shadow page table
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Figure 10: Xen memory virtualization

itk wall-clock time2 A real timeo]] T3] <+ offsetgto|th A|AE &G A A= real timerd} virtual timer

2 742 2 7S 4= 9171, timeout-2 Xen2] o|HIE A HfAl 0 2 AThE

Memory 7H3 tizpel: w17 74 Z4 Ml T zfelo] Qi) x862 dlo] L o] o] sh=glof7} prelshr] mh
ol 7Tl oj&-go] Sltt. VMwares 1% O} Zo] AAE LYA Al virtual page tabled SFa}al, oS
stol mjutol Aafol A A1) v Re] F48 s Lo 2} virtual page tablee] BAFE o] HEH51 shadow page
table= 7} 11 1t} virtual page table-2 HH|0] EA], slo|mjuto]zAto| A E8] FA4 W2 2Hoba] shadow page
table™} virtual page table-2 ¥ ¢|o] E &= HHAl-2 ALg-5ith

Xen 19 Zol ALEL Hlo]  LolE& MMUO|| 55 4= QUL 97|%t 7Hssle = ARk w734
Al hypercall2 3] Xenof] @42 3}o], 74418 S 4= gltt. AA| BA12] page frameo]| = typex} reference count”}
ZA5HA St} Type2 PD(page directory), PT(page table), LDT(local descriptor table), GDT(global descriptor
table), RW(writable) 2 L}th. Types \-&dfl o|u] dH o] & A 5 ot ALE SFAA= 1719
hypercallo]] o271 2] @42 A A 2 4= 3l

=42 =2 F4 gAQlo] Stk Qo] ghEo] " f staticsHA| =] W] AAgEF e go] Ash
Tk wrof AAlg gl N\t EdS H vk, =r|Qle] wE e ARg-Fo] ol T uff Xenol 7} A
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878 4= 9l XenoLinux/}2] balloon driver7} 3l 2 g-& =3t} Xend 55T 5| 5-7] Wf-2ofl, A E2|F
4220 WP ALE SFAA ANA Aol Ut

Y EY 3 dulo] A 7HAS} tAQl: YWEY B t]Hlo] A 2] ¢ VFR(Virtual Firewall-Router)Z Xeno| A&t}
7} | 91-& VIF(Virtual Network Interface)S 7}~ TF. VFR, VIFZFS] A48 913 /O ring 171], =412 9]3F /O ring
177} A8t} =H|el09] AA| YEY B AE S of 4] round-round packet scheduler2 *| 2] t}. VER, VIFZHS]
WX A AA| data= A copyE &l -5 W=7} packet buffer= B A FH T}, o]= page flipping”7] H o] 2l
etk 5417 page flipping S o-8317] 18], ALE LAAAE W= Ve page frame S HafF-0lof .

10 tupo] A 7133} Y AH4l: Diske} &2 10 Hufo] 0] ¢, mrQloo] 4] &2 fa B Hd 4= 9= A
gto] glth. Um  E=w|Q1-2 Virtual Block Device(VBD)S  5ff t] A B o] H3tch TH|¢l00] VBDE T gt}
VBD:= /O ring 7|5 hA| Xen} Hlo]OE AE Wt HES B el npxt7h =2 page flipping 712 \-8-3]
Hl°]OE zero copyE Rttt 2 EHRIof|A =AE HASE7] 154 reorder barrier& AH8-2 5+ 31T

[l

Building new Domain: 7] |22 WH=E7] Q34 = Slo]mHto] x| 7} obd L[ Ql0of| A S=3Ygitt. o=
Huo] o] BIALE o] L, robusta}A] 517] SIgtoleh. Eolelos] A B e TehEolt Bz e o 4 g
o4 9Ict.

[¢]

5.3 Xen on ARM [12]

Xens x86 &M 7} ofd ARMO A £ A, 27} EA|7F dA8 ). H A, ARMOJ| A= unprivileged modeZ} 1
N Hrel A= b=t x862] %= 4 ring privileged level2 A|-5-3=T, ARM|| A= Xeno] 7]Eo] AH&-3IH
ALE LAY G4 0B o Ho] ThE modeol| Al FEEL AL Ao} Foh A7 M o] 8
3[-25}7] 9]3f privileged modeo]| A= Xen©] -5 ] 17, unprivileged mode©]| A= guest OS2} application©]| F-A| o]
2hE =] A 7 ook .

£ = Cache/TLB flushing @ WS E7} Qlth. ARM-2 virtually indexed virtually tagged (VIVT) 2] 9] 7| A| & A&
5}al 9131, TLBO] address space ID (ASID)E sl il @It} o]of w2} address spaceE FH A A] 7 A2} TLB
£ A7 flushsfiof == A7} ot ALE S FGAA|F 74 o] &2]  o]Ado] 22 moded| 4] F2A5IE & context
switching©] 525} &, cache2} TLB 9] switching cost”} Y5 7] A Ft}h.

CPU Virtualization

Virtual Privilege modes: 35}o]mjH}o] 27} St=¢o]  AH-E P7] 954 supervisor mode®2 A=, AIAE
LA} 8 o]Z7] o]A o] user mode = FZHE T ARM Linux kernel-2 2] supervisor modeof| A 5= 7|
T Egloernz 0S $£Ao] "Qstth 0S A2 \NAT5H| Y3l, User modeS user process mode, kernel mode
27} 2 B gt} 9]9} -2 1A privileged mode T+ 2 $J3H, user mode ] AOE 27]9] banked 3] A0 1
o= it O9 AMEA 7HFe 2 725 modes2 Hol  th 27]9] mode o] XAl &= Xeng 74 oF
5}=d], User mode — Supervisor mode — Kernel modeS A 4 of A/AE Q] G4 o]&8] o]XHoA ALE AGR
AXo] Fr}. o]= XenTto] 7} modeE ¢1415}7] wjZ o]t}

Exception handling: mode# Xo] Xeng 7] *]%©] interrupt, fault, abort, software interrupt -2 Exceptions 9]
HAAl 213 12} Zo] Xend A A A guest OS kernel 2 7Y tch T Alvg] -8 o231 Zth (1) Exception
HFAY A] Supervisor mode?] Xen @ & T ¢lottt, (2) ARM2] CPSR(Current Program Status Register)”} SPSR(Saved
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S2: User mode

toe

Si: Kernel mode

tod

So: VMM mode

Figure 11: VCPU mode A X. t;q: interrupts, faults, aborts, hypercall A], tog: interrupts, faults, aborts, system call A],

to1: upcall, return from exception, tgo: return from exception

User Process Kernel VMM

U__E_xceetiﬂﬂsﬂ*ia'ﬂ__i__
i e ——

Deliver virtual exceptio

Save context

Handle

virtual . :
ues context restoration :

: exception & PR
: : /’/] Restore context
D./—'—_ i Retumn to previous context |

Figure 12: Exception handling in virtualization environment

Program Status Register)= %% 17, Stack pointers- T A E T (3) A|LAE G A A Q) A9 =2 —A5H7] Y5HA,
SPSR 9] Uj-8-& VSPSR(virtual SPSR)¢f| Z|%} 5} a1, Stack pointer = VSP(virtual Stack Pointer Register)o] # &gttt
(4) Xen©] virtual exception event= guest OS kernel®]] upcall2 & %35}17, upcallA] VSPSR, VSPA X 52 kernel
stackol] ZALGITE (5) AILE GAA ] Adoll T YAl #E-2 virtual exception H. 11 exception vector table
2 \ &3}, exception handler=2 I3t} (6) Exception handlero]| A kernel stacko]] A%} SPSR, VSP 72 U<l
) A exception2 A 2|3ttt (7) A|AE -2 A A7} hypercall 2 return from exception2 A1 33ttt. (8) Xeno] -§-4
o]Zg] o]A contextE B 7, return from exceptione A Y5ttt (9) Exception 0] §-2] o] Zg] o]Ao] A
7}5-8}t}. o] 7] 4] SPSR, Stack pointer, FAR(Fault Address Register), FSR(Fault Status Register)‘g-2 user level o] A]

o] B71s017] whZoll Xeno] kernel stackof] copy™ AIAE GA|A 7'd = T Yst= Aot
Sensitive instruction: = AAE 2 GA| A ] privileged H & 0]-& AH-ShH= FE-2 hypercall 2 tj 4| gt

Memory Virtualization
71E Xen®| 7|¥3t FASH, #Hlo]  LolE HIE2 ALE LIAA N AHEA & 4 Ao, BAAOl=
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hypercall&  Sff Xenof] @742 sflofett:. ARMo|A x863 2to|7} U FE-2 ALE JAA} G4 of&
g o]4o] FTUZ modeo| A AFE 7| wZell, ALE RJAA Ay 14 olE9 oA wHe H87H
o] 71Ho g HQasitt. ARME] Domain protection mechanism-2 ©]-25to] {22 H87

He 49l
Domain protection mechanism©|2t page table entry(PTE)o]| %% = access level 2 ©]-&3F 7| H-&

Zsict. Domain

olt
=4

il

value(access level)- no access, client, manager 3Z 52 LT} no access= 5274 A2 BV A2 Eske o

W, clientS FZo] 7Fsoht 7149l 4 o] W Q5)al, PTES] AP bitE read/write/no access o5 Sfjof
Sh= A drtelth manager= 72 L 7Hs e AT 9 olth. Domain AMEA7L o= 57 o] & o
g g olm, Domain of| A Lo tiet HTAHS thEA F1L 4 0™ AP bitE ©]-§-3Htt. Domain-2 16717}
AHEAF7E A 7Hs St Al E5 0] A domain I0E 913 G <, T G2 User G, A& G2 ker-
nel J95 02 AASH 4 Qlt}. Domain®] L AHS A 5H= CP15(DACR: Domain Access Control Register)
gl 207} EAG) PTEC|+= Domain 1871 24 §lo] o] dff CP159]|4] aljg Domain 22 drotujo]
HT o] ot 9F O ™ access faultE Al < 4= Ut} i =2 o A+= 167]19] Domain D0 Supervisor mode-&-,
D1-& Kernel mode-&, D2 User process mode-& 2 & JLE5H}, user process mode o] A+= D2+ client, D1, DO+= no
access= A7 o], D1o|1} DO & o] 2 A] access fault7} EAY &] o] Sho]HH}o] 4 2 trapZ T} kernel mode o] 4]
= D0,D1,D2 25 client= A3}, supervisor modeo]| A= D0,D1,D2 X5 client= 4 A3ttt Context switching
Hhc CP15©] 22 WMAshA] modeo] THE I G A7H 7Fssht.

ARM Virtual Cache optimization”| &%= w22 7IATol AFRECH ARMO] 7JA]= virtually indexed virtually
tagged (VIVT) 219] A& AFESFaL 131, TLBY] address space ID (ASID)E  stal Q1 9FobA] context
switching?}th 7§ A} TLBE flushdl}5=0foF gttt FlushH]|-g-o] B 7] wZof \djet msh= Zlo] Ftt. s =&
ol M= sidH o= 7]E Xeno] 7| <l Xeno] ARE-S}= 572 process address space] 64mb F= 25 ©]-§3F
t}. Xeno] 0xFC000000 - OXEFEFEFFE, 7] A E ¢33 7|4 #d 0] 0xC0000000 to OXFBEFEFEF, I 24| A7} 0x0 to
OxBFFFFFFFO & et ahetA] T2 A|AofA sto]mutol 2= M7 A], 7§ALE TLB flush7} & 8 5}t o,
ALE SFAA ZHd7He] MXo|u 2 A AZEe] 24 Xo] §l-& = cache/TLB flush7t B @5ttt 712 o=
ARMO©] 8711 ¢] lockdown TLB entriesE A|-&5}+=1], ©]+= TLB flush7} A = invalid* 2|7} & &+ TLB entry
olth. 87  279] entryS Xen W R 2] ol ZTAHA] ,TLB flush @HFES 7oz A4 9t

it eo

Inter-Domain Memory Isolation”]| &= W2 2] 7P T of] AR5t} Hypercall2 Ho]  Lo|& 78
Xeno] 4] Erf| QIU -] ¥f g Q1 THl QI HEe Ul T, fost o2 Y A Apdohs o)tk

o
i
fo
o
ol
el
o
i

6 Type2 Sto|muto]4
o]l 3= TINA Q] Type2 sho] wuto] 49l KVMO| tizpelat 7 & 4w ke,
6.1 KVM/ARM: The Linux ARM Hypervisor [8] [9]

Split-mode Virtualization

KVM-S ARME| A 22 7FJT mode?l Hyp modeof| A HF2 FH-55h= Zlo] 7H o Ao, 27F - A 7L E A eh
t}. W2, @+ Linux-2 kernel modeof| A G5 =] A A A =] o] A, 47 glo] = hyp modeo] A 415 ©°] & 7155ttt Hyp
mode+= kernel mode®} th& 2 A0 AEE 7] tZo|th. &&=, hyp modeo| 4| &= A FAE o=, 45
A7} YR Hyp mode+= page table register7} 17 Hrof| glojAl, 54 F4 53t o2 & 47} glot. 574

BHE 7] 954, page table registerS A& v} of 54| A5 A7} WIS

sk

20


oslab.kaist.ac.kr

oslab.kaist.ac.kr

Host User = VM User
PL O (User) 4
Y
PL1 (Kernel) | | st Kernel KVM VM Kernel
Highvisor
Trap — Tm.:lf
PL 2 (Hyp) Lowvisor

Figure 13: £2]5H KVM 11X

Hyp mode©]| 4] ©] ARM virtualization extension 7|51} kernel mode©]| 4] 2] Linux kernel 7|52 A5 AF-85}17] ¢35
A KVME 13 Z+o] split-mode virtualization= AF8-SHC}. Hyp mode ]| A 52F5H= Lowvisor+= 371 7|52
AlE-etet. W], ARMO|A Al F5h= B8 752 ol-&sto] 7 AIzte] H8E A3ttt =42, world switch
7152 AlB-Stct. nt 2ho 2 virtualization trap handler 7]%5-2 A-&5tc}. Kernel modeo]| A 5-2}16)= Highvisor+=
Locking mechanism, memory allocation 5 7]& Linux 7|52 \-23Itt. ARM HAl 9]9] KVMof A Slo]mjH}o] #
29| trap2 trap to lowvisor®} trap to highvisor7} 4 4] double trap-& 323ttt Highvisor®} lowvisor?] g|o]O
F6-2 915/ memory mappingo] 5 e F42 FES ATk 749 WH-L 7|2 Linux memory management

system2 12 \-&3tc}.

CPU Virtualization
Lowvisor= Hyp modeo|| 4] =Z}5}11, hyp mode-§& register set2 W= AR5}, AHEZ] © 22 = kernel mode2} user
mode]| A= hyp mode-& register set-2 3L°] 7} d}ct. Kernel modeQ} user modeof| Al AT EJJojA o7 AT

7153t register set2 \ 2k,

VM isolation o]t} A HAlo] kS nx] & AO7}ofd AL PAAHA MXA] F] A0S stacke] A7}
5l E-Q5)= HHAl-S A g5itt o E59¢, TTBR_EL1Z-2 base page table registerz-2 7= hyp mode 2 9] trap
§10] kemel modeo] A 1 27Hs5ke}. solnfutolx] 2 A systemo] BAH o ~0e] YL WAAL, 4
& o] = trap-and-emulate 42 AR5t} o E50], WFIL i & 0] 2 kernel modeo]| Al CPUE A|-$-2 11514, Sf
o|mHulo] A= AA 2= o 7 Al D& oF = A o= o &g o]t Floating pointE thF+= VFP
Y 2052 hyp modedf| A= AEE] &) w9 lazy context switchE- $tc}. Lazy context switch+—= A A| world
switchA]o]l VFPE Z7Sh= Zlo] obd, thgofl thg 7Hdm Aol oJsiA VEP7L A2 AR8E ], hyp modez
trapdf| A] hyp stacko]] 27 — 2 21-2 7| Xt} Lazy context switchE #-838 wfj= HCR_EL2Z ©]-&3]] VFPE

HZA wap= A A3 = & Aok 278 A2 Q1 world switch T2 offj ol A A& it

SAEA ZHAHAIC 2 world switch #+3  (1) 8 A~ E 9] GP registerS hyp stacko]] A3ttt (2) 7HAH A19]
VGICE Attt (3) 7M™ A1 9] timerE A A S, (4) 8 A E 9] configuration registerE- hyp stacko]] #4stct.
(5) 7™ A1 9] configuration registers £ St} (6) Hyp mode 2 9] trap2 A A $tet. (7) VFP lazy context switch =
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Action Nr. State

38 | General Purpose (GP) Registers

26 Control Registers
16 VGIC Control Registers
Context Switch 4 VGIC List Registers
Arch Timer Control Registers
32 64-bit VFP Registers
4 32-bit VFP Control Registers
- CP14 Trace Registers

- WFI Instructions

- SMC Instructions

- ACTLR Access

- Cache ops. by Set/Way

- L2CTLR / L2ECTLR Registers
Table 2: VM and Host State on a Cortex-A15

Trap-and-Emulate

‘A7g_tet. (8) CPU halt & F o{(WFI/WFE) AH-g-A] Sto]ufrto]Z] & trapo] HA| A7ttt (9) JOHE] trap=| 7|
A7g_et. (10) SMC g g o] ARgA] trapo] E| A Aok (1) 54 &l 2009 FZA] rapo] HA A4 7tct. (12)
7143 A1 9] IDE shadow ID registere] 7]-=3tc}. (13) Stage-2 page table register(VTTBR)-S A l1l @ Stage-2
translation 752  t}. (14) 74 A1 9] GP registers 243ttt (15) 7FA™ A1 9] kernel model} user mode % trap
Clasg

7P Ao A & AE & world switch 3+ (1) 714 A1 2] GP register= %] AStet. (2) Stage-2 translation 7] 52 -
t}. (3) Hyp mode 2 9] trap 7|52 Zt}. (4) 7H4H A1 9] configuration registerE ] 45t} (5) 8 2~ E 9] configuration
register2 2.5t} (6) 8 AE Q] timerZS A A3t} (7) 7HAIH Al 9] VGICE A Aghet. (8) 8 AE 2] GP register £
ittt (9) 8AE ] 7d & trapRltt.

Memory Virtualization

Stage-2 translation 7]'5- 0.2 7P AT} KVM highvisor7} 53t kernel mode=2 5% 9 W22 Jo.8e o}
=27 7FA7He Aol 7hsstet. 7 Al A fast b2 w2 F A Stage-2 page fault7} AR
Stage-2 page fault handler+= highvisorof] A3}, highvisor= 7MW Ao 7] 5 HR2] Gl UQIght.
g w2 go] s, 7] Linux®] Flo] g AIANS  dff o] & ddsty WS o g9
W 2] g o] o}y H, segmentation fault”} TAY I}

o rlo

0

0|

)

I/0 Virtualization

ARM oMo A= 2E 1/O7} Memory Mapped I0 (MMIO)E ©|-85t2 & Load/Store §H o] & 0]9“3]1*1 I/0
Zkgo] 755ttt MMIO H| 22| o o2 7HdmAlo A= A E7Hs s WB2 A4ttt MMIO H| 22 <
ZLA| Stage-2 page fault”} EHAY S}, fault addressE ©|- 83| 4 8AE A A A 2] QEMUL} Virtios  3f| OﬂEE]
o M Tuto] 2o b5t
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Interrupt Virtualization
Linux 9] interrupt handlerE 1t 2 0]-&3ttt =40 QIOHEA| 8 A E linux &G A A 2 9] world switch7} ZHAY
S}al o] & interrupt handler® A 2]?tth. /O ¢him -2 QIO Y E= 7P w4l o] drotokel B @ 7 Ql=1, o] B9+
virtual interrupt injection-2- ©]-&$tc}. Hyp mode©l| A VGICE] list registers X 2 12| W 3] A, virtual interrupt&
Sol 7HM Aol A A 7hsstet. s virtual interrupt= 7 Alo] thEofl &~ €7 Ho] 52 wf oA
Qltt. List register+= hyp mode]| ATt A= 71550, virtual interrupt7} 217} =] = virtual CPU interface= 7Y H A1
0] hyp mode= 9] trap§lo] H= 7155ttt ©]7 hyp modeE 7 o, virtual CPU interfaceE UQISHA QJIOHE
ACKE U<l & 4= gttt 7P Al o] GICY] distributorE A4 6Fa A A, IPIE A2 7-9-= hyp mode 2 9]
trapo| EAISHA Hot. i A2 & Y5 AZE Y o]& © 2 virtual distributorE- highvisor?] 7|5 ¢ & Fr}. Virtual
distributor= JJIOHE JHE AT E Joj2 o = ZAFstal, o2 7Hdm4lo] &~ €% 2 o] s JHE o] 8-l A
virtual interrupt injectionS =3 gt} Pefl= 7M™ A1} Sholwuto] A 7ko] X T 7|& 7HdH 4lo] Ot = g
+ 7%= VGICE AFg Zart glodh, = 47 sh7]9lsl B world switchA] VGICHEE A5t es
T At VGICHEE AAsH= 74 o] KVM on ARMO 4] world switchA] 7} p @ WS =5 2} St} Lazy
context switching 7|32 Y7 VGICS] 2824 eHF=E o 4 e Ao = o4t

B

Timer Virtualization

physical timer+= hyp modeo]| 4] At} virtual timer+= kernel mode]| 4] hyp mode 2 9] trap§lo] A 7155}t

virtual timer+= virtual interruptE B} 2 SR F35}7] w29, hardware interruptE H Y A]  lowvisor= 9] trap

o] ¥FAIS}HA| Ste}. o] virtual interrupt injectione  &f 7FAYH Al virtual timer interruptE AERich g 7] H 2
E2 A= CPU coreq virtual timer7} 17 Hroll g17] wjZof| coreo]] of 27} 2] 7Hdm4lo] Effst= g0t 7}

Zgmi4lo] sto|Huto] A 2 rapE ], Y 92 timers 7 S|4 software timerE FHEo] A75tal, s timer

7} w3 = o callback function-2 \-&3J] virtual interrupt injectionS HHAY 27| A A sl Fo] ZA S |2t g

e o 7HEmAlel @ E  QH P timerAZhE ST 4 A Tt

KVM on ARM versus Xen on ARM Hypervisor
\ [Bl& ARM # A KVMT} Xeno] 7 52 2ol 2 Hol th KVMO] A% 82AE 2@AA9] Linux7}

KVM Xen

e Highvisor in EL1 H orin EL2
ervisor in
° Lowvisor in EL2 P

EL1 7M™ Al trapAY | EL1 7M™ Al trap'dAY

KVM in EL2(Lowvisor)
P AL trap

KVM in EL1(Highvisor) Xen in EL2
Host kernel in EL1
VM I/O VM I/O
Trap to EL2(Lowvisor) Trap to EL2(Xen)
1/0 24y Signal to Dom0

HostOS EL1 switching
Scheduling Dom0O

HostOS7}1/0 A 2] Dom0Oo]| A 1/0 # 2]
Table 3: KVM on ARM vs Xen on ARM

EL1°JA 7-&57] wji£o EL1 & 2~OE context A% ¥ Hsl= ¥Ao] 71 o= EAs|A, 7 AlolA
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(a) KVM x86 (b) KVM/ARM (c) KVYM/ARM in EL2

Host User VM User Host User VM User Host User VM User
L3 Space Space ELO Space Space ELO Space Space
Host Kernel Host Kernel
LO KM VM Kernel EL1 KM VM Kernel EL1 VM Kernel
| T ... O L. BRI <., SO ..U, ST S
VM Entry:
WEA: EL2 _M':L;;\:n%r I EL2 Host Kernel | bt
Root Non-Root ‘ KVM ®— R
Lowvisor

Figure 14: S}o]mjH}o] 2] t]j 2213} CPU Privilege Level

stolmutol 2|2 9] X A7ko] B @ o) AL KVM on x862] 7%, root mode7h A= Holzh o] £05L
AL-ggE 4= 91 7] Wl Eofl ARM A & highvisor, lowvisorS £2]8F I @ 7} ith I0A 2o A 27} AL 25 Slo]mHt
O|AHZ 9] AXE o]=HFOE I/OE ~ H5t7] oA paravirtual /OE = Zlo] YHbA o[t} paravirtual I/O
L stolsutol Aol T 714 vkl A5 AFEEHE L4l Aleko] Lol A Eafo]BlE o] A, vinual
device front-end & 7M™ A2 device driver2 21415} 11 AF&5ch KVME] 79, Virtio protocol-2 AF-&-6HH virtual
device backendE 8 AE G A Aol - 3ttt Xen?] -9, Xen PVE A5} virtual device backendS Dom0
Ado] 3t

6.2 Optimizing the Design and Implementation of the Linux ARM Hypervisor [7]

Original KVM Problem

KVMe] -9 linux 8] 712 715 \8517] $18) 4 sho] wuto] 4 -2 QA4 742 EL1o] 57| 531, Xeno] 295
Dom09] 71'5-& \&5}7] §I81 4 ol muto] 4 2AAA| #'9-& ELIo] £/ €t 5 A9 %, st Hulo] 4 &
YAA AL ALE LFAA 782 FLt EL1|A 5251 5] 4L, sto]muto] x| el 7w 4l XA o] EL1
g 209 AR £dgo] FHE Intel VMXO| 71, s S St=goj4 22 A2 5t ARM2
ATEolZ oz s W& #2]stE 2, ARMO| X eHs|=7t ditzoz o Bt

New Hypervisor architecture

2% [[@) A% sjolmuto] A LA Ade 52gl0] EL20|A sho]mutol et SUg aMlo] 4 E2HA et
W SWIEE AT 2% ook EL2OIA ELIS] AX, O£ T g 2.0 LI registerS #1451
2995 370 o gly] o), e HXo] sisaich A BPL sESol ez shr] §15H, ARME
Virtualization Host Extensions (VHE)S  7}§ith. VHE 7|50 A @tH, 7|& LA AAE A glo] EL29
A 75 7Fs stttk VHE 750l AT A 92 o, A2 sto|muto] ] L JAA| #1'd-& EL29| A F2a—
Ao A= 71E stolmHtol A LA A AE 47 sl A EL20] 4] &2 =] A sjofettt. o]«= B A 37} EA4|E sHietth
W 2], EL27} EL13} control register seto] T2, g & A0E HIoh= WH o7 o2 BA47F ot =82,
EL13} EL29] Hlo] L.o]& %7} tf2 11, address space H $]E T2 A L 247} ¢ltt. EL2%= 32bit TTBR
qrol gleuz, dA FaFtol e & 7155ttt Al &, EL2 B5 0 = EL09] -7 o]&¢] o|d& F5T
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4 QI = address spaceE LA 5H= A o] E7FHs5th EL1o] §1© 22, system call, hardware interrupt, page fault
-2 exception=0] ZE EL20|| A # 2] &]ojof 5F=t], HCR_EL?2 register®] Trap General Exceptions (TGE) bitE
&3] =& exception®] EL29]| A4 A 2] =] A & 4= It 5} 7 TGE bitZ7F \NAAT EH, EL02] virtual memory 7|
Sol A Al =l 4] ofE@]  o]419] address spaceE F/FA o2 F 517]  Fth 7]E KVME o] & S| 45|
23l A highvisor, lowvisor® 7] %2 ... 7|4 lo|msto| A& & Jlct.

Advantages of New Hypervisor Architecture

Aze stolmutold] T2 37 FHS Kok WA, Zhgm At solwto] 4] Afele] HXA @] 209] A
&3 5Y o] gloje it 4=, EL2oJA T J27b5e A RS EL1o|A] B7] 9]8] 731 ¥ intermediate
data structure 5% B0l AL Bas} glol, sfolumutol 4 LGAA Ado] ~HHZ sPsslet vf oz,
slo]muto] ] &} slo] muto] A LG A A 7' do] T2 address spaceS 7}~ H R §lo] FA3t address spaceS A&

Fhsait.

Virtualization Host Extensions (VHE)

ARMVS 14 7bEl 71502 EL2o o] A0S 79 449, ELIT $A% 7153 A3 & 9 et
EL20| Al 2 A| A7} -52FA]L ELL 8] 209 ot F P ole& AH54 2 & EL29] @10}71] TH=th. EL29] A
T ¥ A o2 ELOYA] virtual memoryE AHE3) address spaceE WS 4~ A Ysioh EL1IS 5 Ea RE
exception®] EL22 S} AA 7}55tct EL13} EL29] page format2  Y3tch E 8 Ao VHEY] 52 bit onA|
Hgw)

7hgel 18] EL1 el stolafupol 47 H2517] AsiAE 718 HPel 2t 4] E7hs st stolmutol =
EL20| QloB & HIA EL20| AF5 A "k ELI2 Hd0j5e  slato = Atk VHEZ/F — AF of|A]
ELI2%o] AHE-AL EL2 4 o4 ELL ¢ 200 §2 7Hssiek. &, sholsfutol 4 VHEZ ~ 4 o4k
BLI2 §0lE A8 3HES So] Waste,

el2Linux

VHEZ} Q1 4 i o)A, 2T E 9ol 2 0 2 EL26IA linuxE T55H7] 9Ja) 39 294 o|ch. WA, ELI &
200 sk S AR EL2d  200] A2 2102 540t S4 TGE bits A85 9, ELIO
exception vector?h-2- 50 A] hypercall-2 \-&3]| exceptionS EL22 A3ttt o|uf], EL1-& A X]= @ W3 =2} EL1
off A5t runtimext ALE FFAA A7) 27 9 59 7 overhead”}  7hE EASTE o, o]
82E9| f2] oj&2 o]Hef ATt A8 H B2, Tt 7MY Al 3t sho] mHto] 2] X A= @ BB =7}
ottt KVMZ x86, ARMe] AJatglo] 82 E 9] user space = \HIgh mlsh= HFoz \NAT7F 3=
o Al&=, EL19} EL29] o]  Lo|&+x7F g A= sidshy] fIt #+&  71eieh ELIL Hjo]  Lo]&9]
742 executable©]| ELO bit¥} EL1 bito 2 JLEE]o] HEst Holr} 715351t EL2 Ho]  Lo]EL executable©] 1
7RQ] bit2 LA 7] wj&ef, EL02} EL27} St} executableé]—ﬂb} =} ¢t=lch EL29A] #E T E= executable
floF 5171 w2l ELOX #'d o] & executablestA| H 4= Qlth. A Ho] 7} read, write¥] &= 22 9& 4
9] 01} privileged user”} 71'd Ho] Z executabled}= H St 0]—.-r7]- A7 4= 9it}. el2Linux= g Het o]+ &
5]85t= HeFO 2 ELI, EL20| A Ho] LolE Jx7t SASH] wrET) EL2 Ho]  Lo]E-2 Address Space
Identifier(ASID)7} §lo 4] TLB invalidationo] 25 EHAISHTE, o= T2 M| A HXA|of] EL2WH entry== o
invalid %] 2] & gtt}. ELO= ASIDE TLBOf tag=| o} A T2 A A ZXA] invalid #]2]7F € = Q 7} Qitt. el2Linux=
TLB invalidation-2 7+4=5}7| 2 Stt}. EL2 H]o] L o]E-2 virtual address= 48bitFA S HH=1)], 0| = 47bit 27| =
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rOh

< IHA NAFS] bitZF 0L T £ user space &, \NAFY] bit7} 1 QoS kernel spaced &0 2 ZJAYSIEE A
o] SfEL2Ho] Lo|ETC® ELI/ELOHo] LolEZ 7} ZAAH {4ttt

o},

Hypervisor Redesign

Sto]uHto] 2] TRt EL20| A -5 5= linuxE 915l ~7g 0] T o sttt A&z, 7Fdw A3} sho]wHto] 2 Afo] 2]
o AXALELL 8 205 A% 9 BUck= 4 AAIRIE | o 7HdmAlo] HsEufogh ELL 8] A0
E A% 9 543ttt 4=, 7P A stolwHbo] 2 Abe] &] Zbm W X2 ¢]5l ELI/EL2 K5 A4 5h= =
AAIG o5 o B2 A eE BASHs Ak A 4+ Q1AL EL13t EL27} address space”} @2hA], TLB miss
7} U EAE sl E T EL29]| Q= 8AE #do] T RE = 9 & A0E A 7Hsoith ARE,
74 Al stolmuto| 27 AXALL 7MY T 715& L Il B AA|Re) 7]&o = EL19] 824 E A 4|7}
stedlel AEE P 6iA, 7HIT 712 7AoF3l WHEL20| A 5= offd 7 o] & 2 5t} T3t stage
2 translation, virtual interrupts, traps on sensitive instructions-2 EL1Z} ELOO| T Si2 & 22 & = Q it 7IAT
7150l A" W, 8AE f14] o]F€] o]io] 5 wjvt A-gjttk np wfo & EL20J|A 55 Qe linux
Eot A5 YAlA TEY =ARES  7Ish= ZAo] ofd, static key infrastructure ©]-83ch 2 919 instruction

flowE A3 A] AS¥stc}. unconditional jump= no-ops=. o | Gt

7 10 7}Ars)

o7l A= 10 Aol thet 7HET 7IHE

filo

Apw et

7.1 QEMU, a Fast and Portable Dynamic Translator [4]

QEMU= 7] 24 0 & full system emulatore} 1l & 4= it} o Z2o]Ovhe T2 7|22 o 2 A7) st=go] 7} opd
A& AA stEgofoll A TR AIANS Uttt o5 5], ARM7|HEO 2 A4 QrE 20| o &¢]
o] A2 x86 A|ANO A= HE=Z FF0] E7H5 5, EmulatorE  SA] G-5°] 755ttt QEMU= 5§74 o &8
O|A(ZEA|A) B oty gt &9 A A ESH full virtualizationS & 4= It QEMU= CPU emulator, Emulated
device, Generic device, Machine description, Debugger, User interface 5 © 2 L Hc}t. 714 45 $F QEMU-KVM
A2\ A= QEMUXE device emulation© 2 I/O 7HA T of] AFRE] 11, KVM-& CPU, memory, interrupt, timerS
7V T oh=t] AR&-EIth QEMUZL o & o] A& 5= 1412 dynamic translation& o]-§3tth. o= & ¢lof] 7]&
Fgolills 8AE oo r HAst= Zl& ettt A= Ao A= o, 54 P izt 2804
fetch @ decode =]  ¢EA|$tc}t. QEMU+= t}-2 dynamic translatore} th2 7] o] 21412 QJ5f] 2+ A ¥H -2 st H A,
Target 0] & 24 C code2 XS 5}11, ©] & GNU C AL #E \ 83l machine code 2 TH=t}, o], HH =

machine code= concatenates}o 2] st}

[*]

Portable Dynamic Translation

#ol7] A A, trget CPU 0] micro operationo| 21 71kt o] gho.2 ulpe. of THg ol
micro operation= C TEZ A E 11, 5 hand code2 AP H T EgH &7t otd 7FEAT 9 S 7] o2
N\ T3t} =& =, micro operation®] = ¢ code= GCCof| ]3] object T+ Frt. A& 2, dyngeno|2t= Hutd =
T-E AFE3 micro opertaion©] ZFHE objectTt Y-S dynamic code generator=2 FHEC} 0o 2HO 2 Dynamic code

generator—= 2 ¢l target CPU J 3 o] 52 micro operationE°] ¥1A% host function© 2 H 73t QEMU=
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micro operation®]] constant parameterS 4~ 131, 0|5 \85}'H GCCE 3 dummy code relocationS &

Qlth. \Z£2# 0 2 dyngen©] ]3] relocationS & 4=~ 1Tt

4

oAl addi ril,rl,-16 o]2k= PowerPC codeE x86 code 2 HIX5l= 7495 HA} A HAF G A oA S Hg ol =
ol e} Zo] ¢ codeZ L/ Ht.

movl_TO_rl;
addl_TO_im;
movl_r1_TO;

void op_movl_TO_rl (void)
{
TO® = env->regs[1];

// enve= target CPU stateE E1 Q& array

extern int __op_paraml;

void op_addl_TO_im (void)

{
TO = T® + ((long) (&__op_paraml));
// runtime0 ZA

}

7|4 BE moveE 1125t Zlo] obd =X temp register?t AREHTE GA]o A= TO, T1, T29HS AHESY,
register H AR O 2 HEE ] A0 14t SHE GHAE A A ¢ coder= object file©] & 11, object TH
2 HH-& FAE 7 A dyngenof 2]3} dynamic code generatorZ} FIT}. code generator= opc_ptr2  Af| operation<
71211, gen_code_ptr=2 output host codeE 71|t} o A 9] -16 Z0] runtimeo]] 2 A &= m}t2}u] O-= opparam_-
purollA] 7R 9lck. NFH) 57 32 ol 2o,

[...]
for(5;) {
switch (¥opc_ptr++){
[...]
case INDEX_ op_movl_TO_rl:
{

extern void op_movl_TO_rl ();
memcpy (gen_code_ptr,
(char *)&op_movl_TO_rl1+0, 3);
gen_code_ptr += 3;
break;

}

case INDEX_ op_addl_TO_im:
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{
long paraml;
extern void op_addl_TO_im ();
memcpy (gen_code_ptr,
(char *)&op_addl_TO_im+®, 6);
paraml = *opparam_ptr++;
*(uint32_t *)(gen_code_ptr + 2)
= paraml;
gen_code_ptr += 6;
break;
}
L...]
}
[...]
}
[...]

M

AutA o] A= gen_code_ptrZ code’} B-AME] T, constant parameterE AF&6= 7-9+= relocation& 5} con-
stant parameter& 2|-83tt}. ] 9] dynamic translator’} F-5 5™ addi ril,rl,-16% ofgf|Q} Zo] HGH].

# movl_TO_rl

# ebx = env->regs[1]
mov 0x4(%ebp), %ebx
# addl_TO_im - 16

# ebx = ebx - 16

add $Oxfffffff®, %ebx
# movl_r1_TO

# envO>regs[1] = ebx
mov %ebx, 0x4(%ebp)

Dyngen =& object file-2 T4 3] 4] symbol table, relocation entries, code sectione ¥ +=t}. symbol table2 3|
code section®]] $]2]3t micro operationS 1| 2 memcpyZ EASH= HFA1-2 A-25t). constant parameterE At
st
memcpyA] YHIA © 2 function prologue?} epilogue= * E Tt | stacko] context A% ¥ ELS 351 P=

GCCo A HuFLA], dummy assembly macroE- ©]-&5f 17]2] ool A returno] 1 H| o AT A SHA] A S

ol

£5}+= relocation©] @ Q 3t micro operation-2 __op_paramN-2 A-26H= A8 0|25 7+ S}, relocationS

Implementation details
Translated Blocks and Translation Cache: HF2] 0 2 QEMUZ} target codeE HET o], th-2 jump oLt

static CPU stateS WSt WHo]E whd w7zt ®HIAgt} o]2|$F ©9]E Translated Blocks (TBs)2tal F-2tt.
E 16MBE] AN Fol, N2 AHEH TBE AAGT 79al T 2 9Jal, A4} FSAE AR ]2k static
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CPU state+= PCL} CPL(Current Privileged Level)5©] 101, o]& HASI= - HYo| L2t 22 22 TB
OIS QAT o714 PeRAL A A0 HE Ro] ohe} jupS o get &

Register Allocation: E74 target CPU 8] A0=8A2AEQ EA g A0y R FAo| TAHEHCH F2 target
o] ~0% 574 vl2e) o] WHHD BAE 8 £06] L3gk A ol2]gh 242 hand code 24

o] glrt.

jlo] &)=, lazy condition code evaluation2 A2t

Condition code optimization: condition codeE o5&
+ 735l AlitS Adggich

condition code S HI 2 A4S ka1, AA| 2 AL E]

E
Direct block chaining: T}-& TBE 2F2 )], A| B o] = PC&} t}Z static CPU state= ©]-2-5t hash table-2
o g TBE 2Hoth, thg TBE] 548 ok A= direct jump® sfo] vF2 Aol 1, o TB} ¥lelo] ohel

Ao e Mole g,

Memory management: target MMUZ o] 82| 0] 45}7] 9|4 QEMUX=mmap () A] AN\ AF8-3Ho}. T3 Soft-
ware MMUE 3ttt Software MMUA] ¥ 372 wh= 7] 6171 9)sf] 7HAIE AHE-RTh. MMU 943 o] ¥ ghafjup

t} cache flushH= B-2-E 9h7] 95, physically indexed translation cache & ©]-83tct.
Exception support: exception ¥ Y A] target CPU stateS H}F 2 #]%Z}5)| 4] Exception©]| 2] & 4= 17| et

Hardware interrupts: QEMU:= o] TButth stE o] QIOHEY} 7]t UQIsH eth S47F v %74
o EAFSE 224 AOAE t7]E Udsiobaet. 442 Rl 4 9 <1 TBY| o] 274
& of, M= 7] CPU o 220]09] H|Ql £z Fote A Eo] JJIOHE USlo] 7155}t

QEMU Architecture

KVM-2 vCPU (virtual CPU), virtual memory, interrupt, timer?h-2 A|3-6}7] wj&of 243t 7t AS THE 4~
Qitt. Q¥ 9l tlupol Al a1to] A| AN A o] 85L& A E| Q=] 0] slo]Huto] Aol 4] o]85}7] S5
ogdo]ld® yute] A7} H sttt of2{et o] 20| ZHITE 9fsl AFE-== 2] QEMU®|th. QEMU ZHA]| 4]
© 2 vCPU, R 2] FHAHT S 4= 91014 KVM glo] = slol muto] 42 S271s sh} A%o] ufe- wie. wjata)
KVM-QEMU % o] 24t o 2 A1gHt.

QEMU 9] Architecture:= Parallel Architecture®} Event-Driven Architecture©] Z 3+ Hybrid ArchitectureE +.5}
1 9t} Parallel Architecture’= o] Qo] tfat A g]7} J-&wult} ThreadS A ste] HEF A o2 AHasl=
Architectureo| Tt @ A of ot ¥F-SAL £ 1F Thread @] 7|47} E0]d 4= Context Switching Overhead”} 7

7] wjBof, A A ¢l A50] @o] A =t} Event-Driven Architecture’= 5}1}2] Main Loop Thread”} = 4] Event
A8 HAFSEAL HAYSE EventZ| 91 0 H S| Event®] Event HandlerS 43— X 0|t} 51119 Threadih-
0]-835}7] W& of Context Switching Overhead”} Zth= A4S 71 11 91 HF, Event Handlero]| 4 2] Event ] 2]
Azko] el @ A ol Evente] 9-34do] W7 o]tk ©g2 /b 1 itk QEMUE 5Lke] Main Loop
Threadof| A] tX-E-2] Event ¥ & AARS- 226} 1, CPU Intensivest ] )= ¥ & 2] Worker Threado]] td35}o]
| 2] gttt. Main Loop Threado]| A= File DescriptorE ©]-835}¢] EventES U<QI5}1 ] 2]3ttt. Worker Thread= &F
T2 A 9o] A 2)7} 2h= =T Main Loop Threade]l A 2] ¢t EventE HAE st F =3ty QEMUE 7Hd H4l0o]
°]-§5h= vCPU A 2|5 Main Loop Threado| 4] 2| 2|5h= JF A3t M & O] Threado]| A A &]sh= "4 27 E4 &
7 =), AAEE] ® A5 non-iothread A 2] WAl o]2fal 5l T 2}O] HFA] S jothread & ©]-8-6F= ] 8] {A] o2kl

gy,
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| vCPLU vCPU O O

TCG (Ti 8 ) )
G (Tiny Code Generator) Warker Thread Waorker Thread

| File
Descriptor o O

O- Waorker Thread Worker Thread
fain Loop
MU
L QENMU )
Figure 15: QEMU with non-iothread
( ' ' N
, CPU .
Fila ey : Worker Thread
Descriptor [ 1
O vepy W Worker Thread
Main Loop TCG (Tiny Code Generator) )
Global Mutex ]
QEMU
\ < Y,

Figure 16: QEMU with iothread

QEMU with non-iothread: non-iothread ¥}41-2 7] QEMU Architecture © 2 Main Loop Thread]| A vCPU #|
2]} EventE o] 2 2fgtt}.  5}to] Threadof 4] vCPU A 2|9} T F-2 9] 32| Emulation2 Zro]dh= 50|t
1% [15p| 1 TCG(Tiny Code Generator)= vCPUS Emulationsl= QEMU 2| =Eo]t}. 7}4F M4 9] 27 2] vCPU
£ 7} 1 9t 2tE Main Loop Threado]| A TF Multiplexing =] o] 2] =] 7] W&o, 7} wAlo] o] 7] 9] vCPUES
7} D oldekE AxeE HEHoR AeE  gReth TebA non-othread 72:0] M4 B4 0. $- e o]

qit.

QEMU with iothread: iothread 4] 18] [16*]& Main Loop Thread®]| A]+= Event?t %] 2]5}3 2} vCPUnITH
ThreadS Hd5lo] 2] 2]sl= HbAlo]t}. Main Loop Thread 4t ofu] 2t B E vCPU Threadof| A &= A %] of &8 0]
e Sagch theo] Thiead ol§8h7] whEo] iothread WAl AL 7] o a0l Fgo] Hd2 Aol
EAAHE Bt 6 vt QEMUS] 4] o &0l TE= thF4 Thread SafestA] 2/ =o] 91 ¢h7] wiZell
Global MutexE- ©]-8-6}F] Serialization &|o] 117, ojof uet A= A2|y]  h=t}. o] 3| o Ego]d e
SerializationS 7}AF HA19] /0 52 Ho|Eg= 59 92l shjo|th vCPUE 0] H Ik 9] Thread & ©]-835}7| U
o MRz o2 Helst A Ho| T AR vCPUS o] Eef0] 85K TCGS] Architecture To] vCPUS]

2 A2l go] uh$ Wit aebA] iothreaddt o §3Hs WHA] T JHA HALS] MR A5 @7l E Fxoltt.

=]
T'_“
g

QEMU with iothread and KVM: 1% [[7}4 ¥ iothread ¥-4]o| 4] TCGT] 4] KVML o]-&5}0] vCPUS L5 51=
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vCPU vCPU

File Worker Thread
Descriptor
O vCPU viPl) | Worker Thread

Main Loop KW

. .

Q

Global Mutex ]

QEMU

Figure 17: QEMU with iothread and KVM

s ™
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Figure 18: QEMU-KVM Full Device Emulation

griolnt. A o E o] 9 Serialization £4= 917 283 91 ®E KVMO] oJsfA] ZF vCPUE E = A2 d
o} o2 et o]+ w2l 7H HAle Az Hsh7] flshA= QEMU-KVM< o]-g-3fjoF gt

QEMU-KVM IO virtualization (Full Device Emulation)

a3 QEMU-KVMPoJ A full device emulation ¥}3-& Ho] th AAE 94 4|7F 2FAl 9] t]ufo] A Edfo]
HE 345ttt /O 4382 @ A 51H Exception©] WAY51o] KVM module 2 trapEIth. KVME QEMUE &~ €T
5, QEMU9]| Al Exception©]| ¥R 5t o] 8- & Z sttt QEMUE= 1/0 emulation 5}o] 8 AE -G A|A|Ql g]&A
tjrto] A EgtolH o] /O 84S ghrt. A 2|7t EUH QEMUE ¢h= & A1, KVMe A irqfdE o A] virtual
interrupt injection2 Q & gtct. 7HAFH AL virtual interrupt injectiond  3f VO 2% o] Byt Q1 AlGHc} 9]9]
T2 BE 1O uttt QEMUO A 4] of g 8|o] 2 St = context switchingo] gho] WAL 8 Q@ 5| =7}
it
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7.2 Virtio: Towards a De-Facto Standard For Virtual 1/0 Devices [15]]

7]1£9] QEMU 7|5t tjrtol A of Eg|o] A 1A o] Aol HAI7E itk s =

driver®] ¥ paravirtualization 7|52 -85} Linux®] 7H tjrpo] A Erto|H S ThEH 5= 2 4 3l
TSt Xen9] split device driver?] T4l Xen9] £&£E= BA|E sf2517] Y5l & S =
Z ERE @5ttt VirtioZ} o] F114} sk B\ WA tHbo] A Etold  9to & A& upE| EtolH glo] =
20| A AlF-5h= APIE Egto]H o] ABI®F AZsto] ALG-SLe = ol Zlo|th. &2 5 ABIE Al55}o], virtio

9] ring mechanism (virtio_ring)-2- ©|-835}7] 5}= ZAo|tt.

=

Virtio: a linux-internal abstraction API

Virtio= 7|22 0 2 Split driver 2&-2 .5}, A|AE &G A| A 9] front-end Eg}o]H 7}, SFo] Hlo] % o] back-
end Egto| 7} A5ttt KVM-QEMU L% 0] 4] QEMU-= backend driver &SHe 5}, A|AE & A A o] virtio
device driver (frontend driver)S ZA| Sttt Virtio= QEMUS} virtio device driverES ¢]et Al API ¥ Framework
2h FZ5H=t], o] & \-&3f virtio device driverE TH= 4= §lt}. Virtio= Device Configuration API2} Front-end
driver®} back-end driver®] Data transportE ¢t APIE A| &3ttt Virtioo]| A A &5}= APIx= 0 4] 2 Configura-
tion API®} Eto]H7E A& 913 /O APIE A&7ttt

™ 2] Configuration API'= ol ¢} Zro] 47} 7} Aty

1. Reading and writing feature bits
2. Reading and writing the configuration space
3. Reading and writing the status bits

4. Device reset
IO APLE Virtqueueahs 47128 ALga4 Eato] w7t o]0 XS & 4= k.

struct virtqueue_ops {

int (*add_buf) (struct virtqueue *vq,
struct scatterlist sg[],
unsigned int out_num,
unsigned int in_num,
void *data);

void (*kick) (struct virtqueue *vq);

void *(*get_buf) (struct virtqueue *vq,

unsigned int *len);
void (*disable_cb) (struct virtqueue *vq);

bool (*enable_cb) (struct virtqueue *vq);

virtqueue opsoA add_bufr= queued] 2L HHE 71 uf AR EHCH kicke 8AENA HH7l 7} 5
8-S et AHg v kick 54 9714 o]@ o] M S baich A2 7153t get bufis used buffer
£ 2719l AH§-H Tt disable cbi= HHlo| Aof Tt IOHEE Tl= A A, virtqueue 2F o] T2k callback
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N qlo

Virtio_ring: a transport implementation for virtio

virtio_ring2 virtio®} virqueue2] - of] AFE&E JLZ o] 37}

1. descriptor array: H{ 1 F4, Zo]& Qo= g AR HO

struct vring_desc

{
__u64 addr;
__u32 len;
__ul6 flags;
__ul6 next;
}

addr= W1 F£4-0]H, [PA(intermediate physical address)©|t}. len2 ¥ 1 9] Z o] & o]u|gtt} next=
# o2 AHgEm, ohe viH 45 1 Weh flagh 212 FARE, nexvh validgiel  obd b
Y grolct.

2. available ring: A/IAE7}  ASh=ready HH t| A 1HO

L 7ko]H, buffer”} read-only, write-only 21

struct vring_avail

{
__ulé flags;
__ul6 idx;
__ul6 ring[NUM];
}

7= zHjolth AAET} B H I} AA AR EQ BEtk HE
9]0 2, queueo] ZA ot WS HE Mol thA callback-2

B!

oslab.kaist.ac
73-%-¢f| AH-g-3ttt. enable_cbi= callback-=
L 790l ATt
2 4"

idx= H 1 9] index ©|H, flags= Q1O E suppression 20|t} flagst= 7122l JIOHEY HQ gl
2 &27] Y5l AFESHet. available ring2 descriptor table BE 2]  4=(index)ZLE 2] v &3ttt available
ringo] wr= F2|E o] f+= virtqueue”} H|5 A 0 2 F2F517] wjZolth

3. usedring: BAE7}  Aol=used HE A THO

struct vring_used_elem

{
__u32 id;
__u32 len;
}
struct vring_used
{
__ulé flags;
__ul6 idx;
struct vring used_elem ring[];
}
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| Ty "
PJ___*_EI_”_“O Device Driver VirtlQ Device Emulation
Excnptforl(I‘ Guest Kerne i A___
-r———r--+ & r=== -
e i _irgfd g
[ vCPU (Thread) l _[_" Main Loop Thredd ]
L O O i @ |
————— 3
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Figure 19: virtio device emulation

available ring7} -FAFSIY 8 A E 0] O34 of Tt} flagsE 8 AEV} A|IAE A EolA HHE  71E
o, kick ¥4 o] @ ¢l-& ) A-g-gtct.

virtioring2  7}H 02 AAE SGA|A|7HS] zero-copy 2} page flipping 7S N8 A page -G He=> T4

A< 4= glek

Current virtio drivers

A A ol virtio driver?] A ) 1}A -2 Zck AA, A AE &G A A7} virtio device Ddriver?] front-end E2}0]
E 48, 10-8 T2 A E St virtio device driverZ} virtqueue©]] I/O H]0]OE 7] 11, kick s 20 2 KVMo|A|

10 2ol 9128 ddAct KVMo] QEMUE A~ €H|A QEMU Al5§5}1l, ioeventfd2 virtqueueo] do]O7}

9l&S T QEMUE virtio2] back-end E&to|H 2 virtqueue2] H|o]OE A 2|5}, 8AE -G A A oA 10
84S 7t AA| 2 84E 2 JAA| ] tiHto] A ErtolHof] @ o] P H Y Ho]OE A2 gtt. Hlo]O A7}
BuH A8 275 QEMUY} virtqueueo]] 17, QEMU= irgfdE 34 KVMO]|A| virtual interrupt injection-&
QA% KVMO] virtual interrupt injection2  df 7 Alo A 10 =& sttt 7HAAH A1 9] virtio device

driveri= 714} QIO ES 11 10 2 %0] e 59Tk §1418}1, virtqueued] 4] §l0]0F wol& 4= 9)th.

AE T AL virtioblk outhdrE \8&35}=1), virtio_blk outhdr-& o}}je} Zr}.

struct virtio_blk_outhdr

{
__u32 type;
__u32 ioprio;
__ub4 sector;
}
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Descriptor Table Available Used Descriptor Table Avallable Used Descriptor Table Avai Used

R[ 4
~ R~> N Wi = R:
\ A~ [

us ‘ struct virtio_blk_uuth}r\ ‘ \ | struct virtic)_blk_outh\dr\ ‘ status]
Y
filled
empty buter
(a) virtio request placed into descriptor ta- (b) virtio block read ready to be serviced (c) virtio block request completed
ble
Figure 20: Virtio descriptor process
l" '
J virtio-scsi Device Driver
! Exception 2 Guest Kernel
P —
—~  VCPU (Thread)
o
6) QEMU
5, s r,
—¥{ vIRQ | Gl *1
T Y J_ "
g _{:}‘l’l wrt o-s¢csi Emulation
KVM Module i_jceventfd 7==- P
w --”5----.! vhost-scsi
LIO (Linux |/O Target)
Block Device Driver
Linux Kernel
\ 1 Y J
) Y [
SCSI, SATA
Figure 21: vhost
type2 217], 7], generic SCSI © & o], write barrier?] £ 1+ Wit} ioprio2 10 $A=¢] o]t} sector= ¢17] O

2 7]9A 512 byte offset-2 L} Wt} virtio blk outhdr+= virtqueueo]] S5¢]71= ¥ Q 2] A 16 byteo]
metadata 1}-S 1} Wit virtio blk outhdr:= ¢7]A-go|th 18 R0= AA S&A AL U ek ALY
O LoJE9 A virtio_blk_outhdr — empty buffer — status <A =2 2571 AZA o] 9Jt}. o] 7] A empty buffer,
status= 7| AH-Lo|c}

Vhost
vhost: 13 21| QEMUZ] virtio device emulation= kernel 2| 0] & 2 714 2}A] =8 51= WAl o|th. QEMU

2 9] user level context swtiching®]  ©]E©]A] Context Switching & & 4 9t Tt G4 gl o] =g
0]l QEMUY} &~ «Ho| H2 U= BEAE T & 4 ot QEMUS] global mutexE \-83] serialize¥
tjHfo] A of geflo] el A= 7MY B 4lo] FAlo] B2 /0 8 A] 450l ol = @do] Y=t vhosti= global
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Device Driver ] l Device Driver
I VM A VM

Device Emulation

Device Driver

T Hypervisor | Hypervisor
Device ] [ Device
Host PC | | Host PC

Figure 22: Device direct assignment

mutexE °|-goF 7] 2ol 45 F/Fel At QEMUS| q&Q Hupe] s o E# o] vhost-scsi + LIOE

Vhost-user: %= E2to]H 7} kernel G oA G52 4= Q= ofy 7] wiZe] user G oA S5 715 vhost
7] o] vhost-usero]t}. vhost-scsi Z-2 backend Eglo|HE Sz A2 284 AFe3Ith Eglo]vl= QEMUS}
HIj o] L2 AR EA I} User space backend E2to|H 7} of &8 0] A2 4345t

7.3 vIOMMU: Efficient IOMMU Emulation [2]

virtio, vhost 2t} 10 7HAT ol A N\t @82 W7] Y al| 4= direct device assignmentE- 5}+= 7] 0] 713} Zt}. Direct
device assignmentt 713 2233 74 m Alo] vl &2 t]Hlo] AS o] -85} HHAlS Wttt o] -9 Sho|mHfo] 7] 9]
dol A Q7] wiZell, 7™ Alol A 7 2] bare-metal A]2~ N3} H|S=RH 10 452 & 4= Qlth 5 7 Direct
device assignmentE \-85}17] fJafiA= 2|7t A|FAfR} o] Qlh.

A7, E4R v T4 ALE LIAAE LMok H= 1117} ULt ©
EHE o HolOE wXst7| wizo WAttt DMA HEER= FAE
H01418 DMA 841 A1416] 20150121 ie 0] DMA 242 5] ol h. o
o} 7] w2l DMA page miss2h= 4215 A7 AR o] &7 517 AsiA= AL
EA4% & 4ol 1A sfjoF it

4=, 7 Aol IOMMUE At 2 \-&5t  ZSh= 24|71 21t Bare-metal A| 2~ \of| A= t]Hfo] A Egto]H]
W= 67 954, IOMMUL IOVA (I0 7} 24 )E PA (Physical Address)S ¥ A sH= HFA] © 2 t]uo]
2 Edolul7t 54 SelF499 0|98 A8t 2k Btk stolmutel A AANA L ALE LGAA L
IOMMUE ~ f# o= figst ZsA wjzol, o] B7of| A sto]muto] 2] o] 7H4do] P4=2] © 2 ARttt o] &
" 517 95l A] paravirtualization 7] -2 \-&3] 4 IOMMUE \-&35}|of 5l+=1, o]+ full virtualization®] & 7=
AR AR S

A2, IOMMUE th& 4] 0 2 \§5}= o H

& \&ol  Hste 2AF A 32bit FA4E AFE-SHE legacy T
Hpo] 20| A= IOMMUE  sfiA] 64bit = 2] F4 g7t Wg2

& = =, stolmute] Ao A= o] & \-&5}

%
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Guest Emulation System
Damain Domain Domain
(Same-Core)

Memory

(2) Update
Mappings

= Emul
IOMMU TR
Mapping v
Layer }
>,
A ) Emul.
-"7/,% % o 5 || 1oMMu
@, PRI
%, '_‘q_c’b @ I Rags.
o ¢ |
10U [ﬁ-’ Update | oy cical
Emulalion Mapeings [y, pre W
{1} o lle]
Map / Unmap R Buffer .
1/ Buffer %0, _ 110y
%, e [ ranslate
% (11)
Fhysical
ACOESS
1CMML
A gy 10vA
Access
10 Device ol
Drriver (8) Transaction /O Device

fo IOVA

Figure 23: Samecore IOMMU emulation

A3 slolmutol A Aol A IOMMUE 27} 4 & & % 9t 4 21
A A A5H= VIOMMUT} IOMMU7} SHE 9014 25H4] Ml glab Hh4lo|ch, VIOMMUL: 7h4ke] Alo] 7}
IOMMUE 7F~7 A9 ol Beflo] dsjzs wrajolc. 25k7] WS Yok IOMMUE IOVAS 7}40] A1o] &
9542 WAk o]2 \EH BalRAR WAt BAS At o, 26 Wiedo] Y| slEgols
At

£ 9]0 4<] IOMMU o 8#0] 419 3=5o]

Samecore IOMMU Emulation

10 7] of&dlold2 7124 o= tuto| & & 2009 et A= trap™ ol & o] 5= |
ofl=dloldE IOMMUS] & 207t {3 o] & Sfo]u{Hfo] 2|7} not presentz A7 3l FH, A2
A7H IOMMU ¥4 2¢}-& Fj sho] mjuto] 4 2.9] trapo] ¥4} e},

1% 3 x4 A A 171 2] DMA transaction 87 ¥Hg-2 B th23t 2ok 7 A1 9] tupo] A EgtolH 7}
10 bufferE E-2] H| 2 2] o] M 35}7] 5|4 IOMMU mapping layer& H-2t}. (1) IOMMU mapping layer= IOVA
P& Guest H| 12| o] Fstal, ALE GA|A 2] Page Table Entry(PTE)E W3ttt (2) PTEZF AHEA
SFOL HAE Q7] R, AILE 29 A= IOTLB (I/0 Translation Lookaside Buffer)E- invalidation #| 2] &
2t (3) SG A IOMMU registersl] 7] 24:& A7) tl2o], so]uuto] 4 29| rapo] WAlTHct. 3}
o|mHlo]Z= o & o] AH IOMMU| & A0 4 & YH|o]E gttt (4) o]uff, A IOMMU 2] ~0°f| &
Zo] opd of g elo] A5 IOMMUZ} EA|oh= HlH 2] g o] T sto] mHfo] A= IOMMU of & o] A 27 of| A
2o A MEA SFER ALE A A PTE ZHE ol2th (5) i PTEZHE  tiz AA| &2 vR e
Ho] £ pinningS}tal IOVA to GPA(Guest Physical Address)E IOVA to HPA(Host Physical Address)2 X 5}o]
AA| IOMMUe]| GHo] E gtet. (6) o] Aol fg o] R H 29 5 a3t 45, A4 IOMMUX invalidation 774
ARgRtet (7) Slig T 10 Mu 7t AA] &2 w2 Aol W o] Ht. 35 #Hg et o] T o AAE RFAA
& ZOFHA 10 42| Eto]H7HIOVAE  Hf2 DMA 832 A2t (8) HHto]~ DMAE AE= IOVAS
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------- inaccessible

accessible --—= accessible via
I0TLB
—————— inaccessible

accessible ~— = accessible via

10TLB unmap(1~5) + unmap(6~9) +
map(1~5) invalidate(1~5) map(6~9) invalidate(6~9)
unmap(1~5) + unmap(6~9) + Host
map(1~5) invalidate(1~5) map(6~9) invalidate(6~9) I I
Host H r— Mapping layer
VPN1~5 I ......... - - VPN 1~5
VPN 6 ~9 VPN 6 ~9
Time Time
(a) Strict mapping (b) Asynchronous mapping
------- inaccessible accessible -+=+= accessible via --=----inaccessible accessible —+== accessible via
I0TLB 10TLB
Reserve Reserve Initiate unmap &
map(1~5) unmap(1~5) map(6~9) unmap(6~9) invalidate(1~9) map(1~5) unmap(1~5) map(6~9) unmap(6~9) invalidate(1~9)
Host l_l ﬂ - Host H ﬂ T
VPN1~5 -t e TI‘I ————————————————————— VPN1~5
VPN 6 ~9 VPN 6 ~9
Time Time
(c) Deferred Invalidation (d) Optimistic Teardown

Figure 24: vIOMMU mapping strategy

o2 vz e H2 AlEsh, IOMMUY] ©Js)4 IOVALE= HPAR W7 w0 A mne] F42 HZT 4 9
gt 9)

91o] 4L S IOVAE ALE 294
grialel o] 7t opd £ wlo]

E A7 o 2 h, ZH} 7P Al o]

AR SRS G Gl AR R S ek B R E S
wre 2o F ] 1A ;

<
OMMUS] 4219 o 91 2 91

Optimizing IOMMU mapping

YA = IOMMU 1392 W53 o3 sh= oA oY ﬁ& Wy Adebe £ 5 Q. o, 5 v K e
AL H8A L2 Eflo|lE o2 13It} glsA0 7| E Rt = [OMMUS H87]%

AHgotal Qltt. o]+= IOTLB invalidation-& ©ff 10ms®}t} batch 7‘4% 2|5}7] AL Tela, o] S AEFAS LT
& Qitt. A sFAto] EhAsl= 2912 TOTLB invalidationo] of-9- H|A& 2F¢o] 7] ufjRo|tt. A
A7 B-ot, tjHfo] A7} invalidation®] 952 DMA ESHAAES £ 3 4= Q17| W&o E8 7
DCE =5o]| AL relaxed settingo|2}1l F 20, 11 Z¥+o] I0TLB invalidation-S o

settingo] 2} HEc},

j O

T of of
o
e
_|
o)
)
%
ofl

Approximate Shared Mappings Shared mapping2 S Ut E8] o] E 7= & Sost WY 25 & 7o
ARgot= ot o & o, =2 WE-Z THE = setupy} teardown} o] B st Qroba AJ53F

-

AFg- S 4= Qlt}. Willmann, Rixner, Cox 2] =2 [I§]o|A]= 2 E IOMMU Wd o] Ea|F45 IOVAR @Xﬁ =
od HX G2 LFE )5 A shared mapping2 \-&5F= HA1-S A A 51 9 \Al IOMMUS] A-$= 70
ZAHTHIOVAE F1L BE 28545 WAY 4 7] flwoll, o X A a5 AMgohe A2 W22 AR
| |57 zot Al "ot v AbggFo]l & 7k B339t Akm 429 Red-black treeS AHE-SHA HiH 2 @ Hs| =7}
U =o} 7t} Red-black tree -2 E3SH At 25 \85}7] 95iA A AE-L approximate shared mapping
& A|A|§te}. Approximate shared mappingS AJUSH & A2 12 7} 1 9l &1, 4g|AH 7|HE F835H

[¢]


oslab.kaist.ac.kr

oslab.kaist.ac.kr

Lol AR BYFAE WP HE 7L W Yol WA R 5 Uk —4 Jlolth 44 T 2

ot S}
AT E Qo] LRU FJA| & AFR5H=H], 10 H 1 o] o35} temporal locality, spatial localityS \-&5}= HAlo g2
2

Asynchronous Invalidation IOTLB invalidation< bare-metal A 2~ \.2] IOMMU unmap #] 2] 7}7% 2] 40%2] A| 7+
2} Sttt IOTLBE batch#] 2]3l= AU 282 A 8] 6}= 49 X%, invalidation 2}4-8 IOMMU 9] invalida-
tion ] 2AOUu} invalidation P9l R Ast= &7 2O 2 A5t thread= IOMMUZ} A A 2 invalidation©] Z| 2] %] 7]
Z7F  blockE th. ©]& synchronous invalidation®]2tal X2t} Asynchronous invalidation-2 IOMMU9] H87|%

L oA DA, ASFAS LSt LI = 19 Zro] invalidation @ % $F o] block® 11,
A< o] 71551t JUTH A 2] $]5] 4] invalidation2 & % $FIOVA < & o] tf 3} 4] += invalidationo] ¢+ = = uf
7 ARe WA AR lck 287150] BRI 72 B W cycle = ol ch. Tk, 2] o] g}
Al invalidation 714 91 IOVA Q] tst 2] F o AYAFES =H2 v o] gl A3 AN O 2 = asynchronous invalidation
Al, A of 27]|0]AF9] invalidation©] T 7] 5= A= Qith

Deferred Invalidation A 2]% 2o 4] A}-8-5}= IOTLB invalidation- batch ] 2] 5= B}A]-S 2Hich. 13 R4(c)|
of A A 10ms ‘52 \t 250 invalidationS 34 A @ J T 4~ Qlt}. Asynchronous invalidationof] H|3[| A H87]
5ol BAEE= 7]7o] § At} (10ms) ol & o] A H st= 9ol A= A5 el Hold Holo

Optimistic Teardown IOVA -8 A AL-&5H= Z1 0] IOMMU Al 5-of 24 & o]t} 1 0]-8= I0VA HY-2 AJALE
ALIOMMU®] H[o]  L.o|Eof A {3 A 25 u}¥|5}t= ¥ 7 IOTLBE invalidationsh= ¥4 7} #|o] - Lol&=
AT/ s I IOTLBE Al dsh= o] Bagle]l 7] wiZo]t}. Shared mapping2 AH-85H L} Deferred
invalidation AFE5}E 2t e, IOMMU Ho]  Lo]E9] W2 unmap R A  A] A T7] w9, IOVA H
e AAHEsHE AL 49 St Optimistic Teardownol| A= 18 R4(dP 7 I0TLB7} A A 7ko] ™ 414
H= A2 VA, IOMMU Ho] Lo]Eo] WMir AHYA|7t o]~ AHA4|E] A wHEL}. o] IOTLB invalidation
= H715h= A5 IOVA H1ojo] AAE-E 4= Qleks ZldiolA @Rttt ol H87]50] B = 7|7He
Deferred invalidation®] 75-%-¢} 55ttt unmap @ FA| s W& FIFO Poj dolA Ia|sittrt A A7)
U PojA wA L@ = WS A A 2 unmap A 2] & g}

Sidecore IOMMU Emulation

tlHto] A of o] d-& thE coreof| A ARSh= WA ofmf, Huto] A o g o] dit ALE LFAA= FA
2 € FHoJof 5ol Foh VMeexit 92 AXIAHS w4 SlojA AHsdAol Ft. 7122 <l IOMMU of
=0l g2 samecore IOMMU of &80/ d%} & sttt zfoj e 2= WA, ALE LYAAZF A & £~
OE H<g uj &A= stol frto] A wap¥}4 o] B]-g-o] ATt O]+, Sto]wuto] A7} AILE 2 FA|A| ek 4]
o £07} FdE el dode Tgoke] stolmuto] 47} AAA polling”| S \EFH DES H A0Z o8
Hlo] d5}7] mjEolct. S Fo] 2, so] Hrto] 4o} A AE @A A7} hE Tolo] 4 55|82 cache pollution
| Aot} sto]mHto] 7 polling 7|HO R & A0 HT2 USIER [0 A= 47F QA o] &

olt O_>|1
o

Synchronous Register Write Protocol: T|Hfo| A Egto]s e} tjdto]l A & A07te] 7] Zdo] 7T o]
ofof gic}. tutol 2 Eatolulz) ufol 2 8] 206] 7] 49& 513 9B U 5 Wolok go] J1E W @

% glet.
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Single Register Holds Only Read-Only or Write Fields: sidecore S}o|m{H}o]Z o A= A|AE A A 9] tjHt
o] 2+ E}o] v} 7} read-only fieldS WA WL UAIT 4 §17] o 2o]ck.

Loose Response Time Requirements: TJH}o] A Egto]Hof EX tjHfo| Aofut A2 &)= A7t 7}
Al = Hato] A of g o] Ao A= Al = H ARl E7Fssttt. Hufol A o g o] dRhA
ApgHTHE Loy o]t

352 gt
LeR=e)

F= gl

Explicit Update of Memory-Resident Data Structures: sidecore 5}o]mjH}o]z]of] E W2 8] ¢ 18- A E polling
St= A2 Hjag o] 7] tf 7o, £ me] JHof 1 FH AuF2E PAH L= 7PAlsh= o] H 8ottt

7120 2 control g 207} AL 42 sidecore o Ed|o]Ad A5o] 227t} Intel IOMMUE ¢ 47} Q-
AV THETICE R AMD IOMMU 241 4]9] mapping layerol 4 57 w|2e] Gelo] 249 A4r7a2
WAAOR UK AL 87S o) dhEel 49ERL WES  Baict

Reasoning about risk and protection
9] 9] 7| HE o A IOMMU2] H 758 94T 6= 0]-8-2 10 tjHlo] A E 2lo]H 2] unmap function call 2+& (logical
unmapping)E A A &2 IOMMUS] Hjo] L o|E3} IOTLBE] invalidation-& £+= (physical unmapping) Z of] 433
5}7] Wj&Eolt}.  logical unmapping®] — &) W A A2 physical unmapping®] £~ E e o] 7} EX)
Sh7] tfl2oll Het7] 5ol & T H= Aoty A4 o= thE AILE L GA|AZHE] H8< inter-guest protection ©]
it 54 ALE S GAA HH-2] 89 intra-guest protection®] 3] © 2 thA] 24| .4}, Physical unmapping
% SeEolE o] 754 BelFac] DAH] el che A Ae B4 A 0] Bl s
28 4 gith o] & oj" IOMMU W™ 7|1H-& A185He 7o inter-guest protection -8 & 4 Qi HE
)& 9] tjHto] A Egto] W& logically unmapping®] H 7429} physically unmapping®] ¥ A5 S U5H|
7] wjzoll, logically unmapping®] ¥ o] & =eto]HL} 10 stacko] A thE == ARG = et o] wjZof
H87]50] &TH 7|H-& A8 79 intra-guest protection2 H A4S 4= gt

o

—

41 2 o

IvE AA 28750l A4THem A8 ee drtt He  dotE A AFAEE S45H7] fAshA win-
dow of vulnerability 2} stale mapping boundo]| 5| 2 2}. window of vulnerability2F DMAZ} logically unmapping
o] =1 Tt physically unmapping ¥ ¢} stale mapping © 2 10 buffere]] ¢17] = 77} 7Hss = At
¢l 2ttt stale mapping bound3t S7g A 7ol A N\t stale mapping ©] S22HE @ettt. IOMMU 3 7] of] ut2
SRS BR ozt 2.

No Risk: Bare metal A] A\ A G A| A7} strict mappingS ©]-&5}= AU 7 H A A AN A ALAE 29
A} BAE SAA A7} 5 strict mapping& AHE5H= 74-9-©| Tt} Bare metal, Samecore o] &3] 0] A, Sidecore
o &dgo] Aol A0 strict mappingS AFE5H= A= H87F 4T & ¢b7] wfjRof X7} Qict. shared
mapping®] AL§ -2 91g w9 4 ik

Nanosecond Risk: 8A~E 29A| A7} AA| 2 invalidation requestS & 3 5F11 AA| E2] IOTLBO] invalidation
o] A8 &= AlZto] nsHelolnt. SiFAIT TS H87t H o= 72 Bare metal A]Z~\o] 4] asynchronous
invalidation2 AF&-St W7} 8-A35}c). Samecore, Sidecore o Eg|o] Ao A= ALAEL SAEZIS]  AlutA o] 3
T AR dsh] digell, o] Algtolls S Er EA s ghet o] %% stale mapping bound+= 271 9] ¥4
A o]1l, window of vulnerability+= page table entryTd H 128 Afo] € A o]t}
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Microsecond Risk: Sidecore of| E&|o] oA A|AE 2 HGA| A7} Asynchronous invalidationS AF-g-5l= 7529
e &= Q= Q] o|th. window of vulnerability«= TojZF  AlH]-8-9f 9]} A A ¥}, stale mapping bound+=
ASdAFo 2 128 entry R o]t}

Millisecond Risk: HE= A] A\ ©oJ| A Deferred invalidation©| 1} optimistic teardown 7| ¥-& AF-&5}H= 7 Q-of WAy
% 9l SlEmolT)

7.4 Platform Device Assignment to KVM-on-ARM Virtual Machines via VFIO [13]

2210 FAE 7HIT Sk 7-%-, user space] Higt Q103 o]~ 7F EA5H7] of
Boll PFUAES AR 5 G 54 OB o HellA] oo Mok PO R TS ek KM
B85 ol o1& oS F= QEMUE AHE-Sto] tiHbo| A o &g o] dS ghth. QEMU= KVMOf| A Al5-6h=
JOHoIAE o ALE FAA7 EA wiRe F9S dAY = A5 trapo] YASEE AHT 4= Aot

g 787 QEMUZ} A 3= 10 =] o &0 da A YTth. QEMUONA JIOHE AEER S
10 2 10 ##] 2109 E(virtual interrupt injection) & #| 2]ol= 29X 1 21}, ARMO|L} x86

5% QIOYES FMITSHE Sl olE Al g8t oo, o2 KVMelA \gal4 44 0UES 25t
Zo] AgrAo]ct

QEMU Device Emulation: QEMU-KVMofA] tjdfo] A of B8|o]AA-& KVME] 7152 97 Am|o]AoA \&
T 4 9= ioctl AIAN N\ Q1O 0] AE \N&F A o]F o7t} QEMUE ioctlg 3 KVMS A5, AAE
context= — A7}55ch AIAET} trap o|Lt exit T AL, QEMUE= KVMS 3| AIAEQ A2 &l of &7 ¢]
A8 P35t 2= 9leh. B4l QEMUE \-£35F t]1lo] A of B o] 42 MMIO(Memory Mapped 10) #| & 2] & o]
et o] WobA KVMt QEMUZ}«] @XO] B7] wzofl 5ol ol =t

QEMU Device Paravirtualization(virtio, vhost): 9]¢ 2A4|& sZ235}7] ¥4, QEMU®] paravirtualization 7|
el virtioE 283t} 10 29 o Ego]ddo] HE QEMUY|| oA HAsH= Zlo] obd, QEMUS}t AAE
LAAAIZIe] Al QlOH 0| AE T o] Rt A AE 2P A A o] paravirtualization virtio driver (front-end
driver)7} 245} 11, QEMU-= back-end driver7} ZA5}o] tjulo] A 104 8] & St} virtio A 2] Egfo|¥= QEMU
9] back-end driver®} HFZ AH WX & 4 9Jo] KVML] MMIO HZ $£E& 94 Y1, o5 37 KVMi}
QEMUZFE] XS oA 5= £ 4 ok ol A ] 224l ALE &FAAlell v virtio driverE
T ol FolobsliA, AILE RFAA O] o] Bastthe Holrt. o® full virtualizationo] I Q3+ X7 of| A=
Ap-gol o]t

Device Assignment

ALE SAAAZF B4 tto] 28 ~ HA 02 AT 4 9 AL 58517, ol mpulo] 1] el Bag]
2o nativeo]| 7171 452 & & St} s HH4]-2 Device Assignment Bl2]o]2t 1 B2} E5F A AE A

AT " itk &, A Al XA o A= IOMMU (10 Memory

Management Unit)7} @42 0 2 QL=th, 9] RE hardware acceleratort}; 10 %F2]-E-2 Direct Memory Access
(DMA) HEZ2E 7} 1 3th. DMA %’jE%ﬂ% 712 0B Y Fa (HRFA)E 7|9to s A H o]
A ojsme] ol 4ol S| AL E Fpge A XAl A B 7Hge A

o] B 7HAFEA IOVAIO Virtual Address)Ur 7HA Al o]
= 1PA (Intermedlate Phys1ca1 Address)7]— /;jlxﬂ S FAZE P 97 2o DMA 848 it FAE Q45|
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Virtual Machine

Figure 25: Device Assignment with IOMMU
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Virtual Function 10

Virtual Function 10 (VFIO):= E&j kernel T]H}o] A Egfo|HE AR5t 9k user spaceo]| A TlH}oO]| AS ~
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Virtual Machine

Figure 26: VFIO
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VFIO Platform Bus Driver-& ARMY} & = ]— 12AE )5t bus driver2h, Z2E t]ulo]| A9l AHE Ad
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Figure 28: IOMMU + SR-IOV
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