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ABSTRACT

Many modern systems use virtualization to subdivide the sufficient resources of a computing sys-
tems. The small part of systems is called virtual machines(VMs). Virtualization is designed to
achieve a number of objectives such as isolation, high availability, workload balancing, and sandbox-
ing. To achieve the virtualization, a machine introduces a new software layer called hypervisor which
is often called as virtual machine monitor. Similar to operating systems, hypervisor provides CPU,
memory, interrupt, timer, and IO virtualization. Basic principle of hypervisor is trap-and-emulate
strategy, which is used by virtual machines to emulate the privileged instructions and the register
and to pretend to the OS that it is still in kernel mode. There exist software-based hypervisors which
use binary translation or adaptive binary translation instead of trap-and-emulate strategy. Another
category of virtualization is paravirtualization. Paravirtualization modifies the operating system of
virtual machines for improving the performance of the hypervisor. As virtualization is important
from servers to embedded systems, hardware manufactures have supported hardware extensions for
trap-and-emulate strategy. Intel adds VT-x and VT-d virtualization extensions, AMD adds AMD-
V virtualization extensions, and ARM adds ARM virtualization extensions for hardware supported
trap-and-emulate virtualization. In this paper, we examine the essential hypervisor techniques and
hardware virtualization extensions. Hypervisor can be divided into two categories; type I and type
2. Type 1 hypervisor runs directly on the host machine’s physical hardware, and it is referred to
as a bare-metal hypervisor. Type 2 hypervisor is typically installed on top of the existing operating
systems, and it is sometimes called a hosted hypervisor. Type 2 hypervisor relies on the host ma-
chine’s OS to manage calls to CPU, memory, storage, and network resources. Typical type 1 and
type 2 hypervisors correspond to Xen and KVM, respectively. In this paper, we present Typel and
Type2 hypervisor architectures and virtualization techniques. Although hypervisor is responsible
for 10 virtualization, KVM hypervisor use different IO virtualization methods. In this work, we also
deal with typical 10 virtualziation methods such as QEMU full device emulation, virtio, vhost, and

device direct assignments.


http://oslab.kaist.ac.kr

oslab.kaist.ac.kr

1 e
2 BA= stolHuto| A e ZHm Al 7]l tit HEHA Rl W82 thEC TSt AFE A A" oA
2lAano] 2SS P T fojoln, YA AFH faro EAS tE ALY, §8 TR,
2 F AHgAFEC] AL AT ZHEohs A0 R 5k V&R HoT 4= Qi) o] 2ol 7HEEHE § 9
A 2o A of 27l o] L FAAE HFE S H&okA g 7heots Wi e g A ojith 7HdeE &8othe
olf= AA 47HA] o7t EAfgtct. WA, Isolation £A 0 &2 ZF YA A ] HeE {25 55t 96l
7VE3HE &85t 41 High Availability 54 02 2] 45 9lof wilo] 7bs E7Fs ¢ A9, 32E
=2 stEfjo] AHEES YR fAI51H]

£ o|A35}7] Y35 7HEEHE AFESHet. Al 2, Workload Balancing =24 ©
3l A&7ttt nk2]ek o 2 SandBoxing 27 © 2 Legacy T2 132

ool AFE AN A2 A7 LGAA AAHAE G 5 Sl 7w Alolehs S ARgs7 ol S22
AAE 7R Stk 713w AlS A sHA A E 2G5 oA, AlA" dls ZHE A E Y] T AT a6t
t}. sfo] W H}o] A T VMM (Virtual Machine Monitor)2} 1l 22 = A T E 9ol o] 2|5t 248 9|5 A A =] 9ot

A stojmuto] A 7] & 2 Ao A UMY E AL o] 27] 712] el oFefl A ARE-E AL At

O|A AT ol 7HEm Aol EARICE. tE 2] Q] Typel Sto]muto] A= Xeno] Qlrt. ¥, Type 2 5ol ¥ HFo] 2] =
St=glofoll tiet A A HEdtE TLE SFAA 2k stolmute] A7} 7HI . Type2 Sto] {Hto] A= SHE4]
o] Aol EAE LYAA AlS-o] EAISHL, 11 ¢l sto]wuto] A Al Fo] AT sto]Huto] A AlF =
7P ale] ARttt tha A <l Type2 sfo]#{Hfo] 4= KVMo] 3]tt.

o] F9] Umz] K22 thZat o] ATk WA, 27| A= 7 Al o] dRbA Q1 A E Tt g-gof tisiA] Lot
2ot 37} 442 stolwabo| 2] AR E o} S 2| Hst7] flsiA F7HE stEglo] 715 ol oA dohEth 342
CISC(Complex Instruction Set Computer) HA121 x86 A|AH o] 715 714 S SHE o] 752 Yot} 4742
RISC(Reduced Instruction Set Computer) #4191 ARMoj| Z7}5 71ATS) StE o] 7] 5-S ol ), 5742 Typel 5f
ooz ol thsA] A&ttt 67l A= Type2 Sto]mHlo] 2] Q1 KVMO]| tisfiA] A&ttt 77 ol A= 10 7] of
et 7Hget 71 ofl T Al robi ar, 8ol A @ oFat 3F8 ASte] thoflA] A&gict.

¢

P =

I T

o)

2 Mgy g
ojFoll A= 7HdH A1 o] LutAQl Jid it 2742] = ARG HAof] thof] A=t

2.1 Survey of Virtual Machine Research [11]
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2.2 Achieving High Performance via Co-Designed VMs [16]
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c¢) Implementing a virtual architecture with a
hardware/software co-designed virtual machine.

Figure 1: Virtual machine co-design.
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Machine Identification (VMID)E TLBo| S7}6t1 @] VMIDE UEH = A A EHE =7t 18 o & World
Switching H]-§-2 1|-¢- 2 B &, World Switching-& Z|thgt 0| == Sfo|wfHto] A& A A oh= Zl o] Fa s}t

Memory Virtualization
stolsutol A7k ZAE o, FPAEIAIC] K G Bel Fak A Wma) A9 Fa PASHE thck 714
HAlo] B Q= 585 A E Intermediate physical address (IPA) 2-& Guest physical Address (GPA)=}11 H=t}
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TTBR VA

Y

Y

Stage-1 L1
| Tane Lz

| Takle L3 Y
| Fage [ —GPA
VTTER ]
—
Stage-2 Li ( »-
B Tawe | L2
b Tabio La

Figure 3: Stage-1 2} Stage-2 =|o] z] 1Y +4

ololl what NSl FPEA (VA 25e] Welat o] W ashth VAS IPAR Wigleh 71799 Stage-1 page
translation, IPAS PAR ¥ 35}= 1148 Stage-2 page translationo]2} 2tk ARMO] 74} SHE ¢o]= 20+
Welag.g 2 Aat.

A= Stage-1 I} Stage-2 H|0]Z] H A A], page table walk ¥} JEPATE. Stage-2 H| 0] 2] HH-2 HCR_EL2
YA AE | A DA 755t Stage-1 H|o] 2] < 9] base registers= TTBR(Translation Table Base Register)©]| 1l
Stage-2 H|0]Z] ¥ 9] base register= VITBR(Virtualization Translation Table Base Register)©|t}. Q3+ -2
Stage-17} Stage-2 AFo] o] page table levelo] CHEZ O] Stage-1:2 3T, Stage-2+= 48 4 k.

Interrupt Virtualization

a9 EIQ} Zro] ARM-2 GIC(Generic Interrupt Controller)of| A4 VGIC(Virtualization Generic Interrupt Controller)
£ Z7}t}. GICE DistributorS 17]], CPU interfaceS ol 17)] 71t} VGICE virtual CPU interfaceS T
oj5t 2712 7}Ath. Distributor+= PPI(Private Peripheral Interrupt), SPI(Shared Peripheral Interrupt), SGI(Software
Generated Interrupt)E A giro} E4 F0]o] IRQ (Interrupt Request), FIQ (Fast Interrupt Request) & TAJ A 71th.
Distributor-= Memory-mapped IO (MMIO)E £¢] 2715561, o] 2 E4f QI E HE 9] £ 4492 npAZsHAL
JHHEE AAY & 4 Qlth. CPU interfaces= distributoro] A QI HEE g who}, CPUC| JIHHEE 'TAA|
714, CPU= MMIOE 53] CPU interface®]] 5}¢] ACK(Acknowledge), EOI(End-Of-Interrupt)E X = 7127
Fhssit.

StolmHto] 2|7} stEflo] o] FAIH-S F7] f15i4= CPU interface]] 7FgwAlo] 2135t Z-S Hrotofst=t],
olof] wat B= Q18] Y E= hyp mode?l sto]mHto]z|of| A o Ee|o]d 2 a7}t Qi -] ACKe} EOIZ-2 2}
P& ol=dlo]dot= A2 A5 BHEE B2 Q@ W6 =7} Aot VGIC virtual CPU interface S 7}l A, sFE S ©f
ALY EL o 18] sfoluo] 17 BAI AL 7H AT, 744 B FEL virtual CPU interfaces] 4] so]z] o] 2
E AR A &3l ACK, EOIE 71551 St} virtual CPU interface S EA4|5H7] $]3l A 5}o] mjH}o] 2] += List register
£ x 2 78 H3tct o] 5 B3 7P QlEl Y EE List registerS £3f UHS 4= 91t} Distributort= 714451 2] 910] 2] 2]
OF7 1w & o], £ Z 71221 hyp mode= 2] trapo| WAY St} IPI(Inter-Processor Interrupt) S WA A 7] 7] Q]38 4+= SGI
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Devices
GIC
. . | T
Distributor Control Intarfacs
I £ KT
] IRQYFIC

- =5P
Virtual CPU Interiaca

List Registars

Diglributor
Interface

I

Controd Infarfac

=
. IRQ/FIQ

Gl

Virtual CPU Interiaca

List Ruegistors

MMIO Interface

Figure 4: ARM Generic Interrupt Controller (GIC) overview

Fojofl 5] MMIOZ distributore]] 22= o] I Q3Hy|, o]= hyp modeZ 9] trap= WAYA| 7] 1L sho|H}o] ]
Yol B a2 St

=2

Timer Virtualization
Efoln| E3t QIE| Y EL} upd7 2| 2 stEgo] A d-S sto|mjHto] 471 7] ufZof|, Btolm o] A hyp mode
29 trapg FIet}. Bro|m o] 25 WAYSE] wjof|, virtual timer, virtual counterE F=7Fof A 71 Alo]

Hg1 0 Belsk Psap] BE,

x86 versus ARM virtualization extensions

otz o] & [ff= x867F ARM] 7} 52| 9 St o] €] v o]},

x86 ARM
CPU root, non-root mode hyp mode
Memory nested page stage-2 translation
Interrupt vAPIC vGIC
Timer X virtual Timer

Table 1: X863} ARM 2] 7}4}s} 6FE 9] o] H] 1.
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CPU+= x867 ARM R privileged & & o] 9] trap& A LStc}. AA| 3+ HHA o= 2}o]7} gl+=d], x862] 7% 7}
A A-S 935t privileged level 2 TSIt} SFo] HHEo] A= root mode® 5251, 7Y H A2 non-root mode =
E251=d], & S Y5t privileged ring A2 712 th root modeo]| A= vmrun-g- %3} 4] non-root mode 2 %1 ¢] St
g Q1AL ol & Fof 7HIMAIR 71E W T LS F29 privileged ringof| A T2 4= Qlth. £ 271 0] THEA] non-
root mode+= exit g © 2 Slo| HH}o] & 7} EAY| 5= root mode 2 trap=E 4> AT Q3 H-2 vmrun, exit H G A]
St=glo) 7} A%5© & Virtual Machine Control Structure (VMCS)2h= w2 2]ALo] 2p g2 of 7P A A H Z 7
AsittE Zo|tt 2HH ARM-2 Exception Level 2 (EL2)2H= 37124 Q] privileged levelZ} hyp modeE =it}
FrA e Z = Al 2= ELOO A, &G A A= EL1of| A, Sto]wHto| 2] = EL20]| A F215tA AA . 7]&0] sveE
=35 ELOY|A] EL12.& #3+38 2= 9l=0|, hve2 E3)l EL1o|A] EL2& #8+3 2= 9lc}. x867} T2 7] ARMO||A]
= AgHA] StEQofol| A AHEA 0 & 7MY A AJHIE Aok o r AR EQojFo R i dHg-S FA
Folop gy,

P51 44 X863} ARM I 260 Y151 2991 o sSool ATRE BT Wefo] 271402 @
2| o] =t x862 72 i HAIA S nested pageztal 231, ARME| 79 s & Stage-2 translation
ola} R,

JHHEE F ¢ BT JAHYE AEEH 72t 7152 B3tk dd9] JIEHHE AEE#Q! Advanced
Programmable Interrupt Controller (APIC)2 7143} 7158 37135l A virtual APIC (VAPIC)-2 THE21ith ARMS]
o8] H E #AEE 2 ¢l Generic Interrupt Controller (GIC):= 71418} 7158 7}l A] virtual GIC (vGIC)E 9HE-9) T}
HHA, Bro] o= x862 2191 H|A] ¢FoH, ARMRLo] 7 Bro| M & A gttt

4.2 Generic Interrupt Controller Version 3 Virtualization [10]
o] ol A= ARM 2] GICS} A| ~H] o] Q1 Generic Timero]| =7} 7H33} 7] 5ol thsf] ZHA1 5] A&t
GICv3 Architecture
ARM o}7]e] 7 o] A= of2le} o] 471 9] QB P E 557} 9let.
1. Software Generated Interrupts (SGI): -SFA A7} F=2 TAIA 7|8, T2 A4 7S] QIE]HEo|tt. Inter-
Processor Interrupt (IPD) 2} =2 Bt}

2. Private Peripheral Interrupts (PPI): 5% CPU F.0]9} EA15}= tjuto]| A7} HHAJA] 7] = ele H Eo|t}.
ol e QUEIYE R of7] 4] Zhet.
3. Shared Peripheral Interrupts (SPI): /O Z2] 7} ©HA A 7] = ¢lE] g E ot} ojH CPU Foj2 & ZF 4= 9ith.
4. Locality-specific Peripheral Interrupts (LPI): message based interrupts©| ™, PCI Express T H}o]| A7} A-2-5F
2= Q1= U E HE o]t} Message-Signaled Interrupts2hal & T}
Y E] 55 0|90l % JEHE 15, AHYUE $459150] 7 JHHES} A1A = B4l AL AE 15
2 FIQE A & 5l= group0, IRQZ #| 2] 5}+= non-secure groupl, secure world-&<1 secure groupl 2 Lt}

GICv3+= Distributor, Redistributor, CPU interface 2 & 37| 9] 82 0 2 LA =}, Distributor= GICo] 17)] £A)5}
H, 229 Qe HEQl SPIE A At} enable/disable register7} £A|5Fal, tjHto] AT 1bit7} & Q St} priority
register’7} £A)5} 11, tjHto] AT} 8bit7} © Q 5}t target register’} £A5}1L, Fo|F 8bit7} W RSt FrFA o7
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Distributor
SPI
(SP) Memory-
| mapped
Redistributor0| [Redistributori RedistributorN
(SGlI, PPI) (SGlI, PPI) (SGl, PPI)
CPU CPU CPU Hardware
Interface0 Interface1 InterfaceN .
Registers
CPUO CPUO CPUN

Figure 5: GICv3 +X

SGI register’} Z215F1, SGIQ H Y o] @ 45t CPUA XHE 2]73it). Distributor= 28 ] A& 5|11, o] 5 of HA
5= A= A9 §it}. T2 13 A] Memory mapped /0 (MMIO) = A gttt

Redistributor= F ol 17]] £A5hH, F ot -8 &= 2le]H E 2l PPI, SGIE 4 A gttt} enable/disable register”}
ZA51a1, tHto] A 1bit7} = @ 5}, priority register’} £A| 5121, T]Hto]| AT 8bit7} H Q 5}t Distributor 2]
e A4 5, ol 5ol ¥M735He 79 7o) fick X2 T9A MMIOR A4 gh.

CPU interfacet= 7o 17| A5, SIE|HE A HE CPUY|| AZst= &S St} Priority mask register”} &
A5k, CPU interface”} &S @449 7|& A A3t} Interrupt Acknowledge Register (IAR)7F EA511, A A
NHFE JHhE AT IARS ALE ol ¢l7]8 7H5akT ShE ojat o] 7Hs5tek. End of Intermupt
Register (EOIR)7} 45111, QIE|HPE £ ]2 A3} EOIRS AL E o] 270t 7}55613 5HE ¢ o]
= Q17]9t 7}5-5}c}. Running Priority register”} A5}, @A) QA E]HE 9] X492 A Stct. Highest Priority
Pending Interrupt register’} £A|5}l, t}-2 3T QI EHE IDE 7121t} CPU interface+= 1] Q18| H E ] 2]ujct,
A1 2E A7 A AL F3he o] GICv3el A A Abatolc

GICv3 Virtualization

BE QB g E7}EL2E trapHl = A& W E-&74 ], Sto] ko] A 2 2] gL sofsl] Eolt. ol AE P E
ACK 71 o]} Q1| E EOI 740 B8 ] T8 1o|th. A E7} ELLO 2 trap)i= AL o o] 4 7ol

Qo1H 352 P4 A% Gou, Il SEglo] BARL F AL stolmutol 4] Uo] SuEch
ol d|d3st7] Y&, AF HLE A &= Distributor?} Redistributor= MMIOZE- ©]-&35| 4] EL2Z& trap®] Al G E 3t
t}. o]& E3f virtual distributor, virtual redistributor-2- 7}t Alo] €115} A2ttt memory mapped <] & o] stage-2
translationo| 4] W I o] QF & &t = A 510, stage 2 page faults -F- LSt} Sto]Hdlo] A7t BA| H-& F 1L of| &8 o]
A= F gt AT EY0]A O 2 trap and emulate 4] THE = F o]t}

A} - B4 CPU interfacels STE Y012 0 2 2] 91-& Wh=th. EL2 register set THE AAE 117 Bl A 2 5
Q1%=0] virtual CPU interface, List RegisterE TH50] 5l t}. CPU interface~= EL20| A qF 32 & 44 715512 qF
virtual CPU interface= EL1oJA & X W 3 71551t} Qe EE CPU interfaceS 5-3f] CPU9| AEstH
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Sto]muto] 2| 7} EL20| A g o] 7} JIEHER W7 F, virtual CPU interfaceo]] AL}, o] ¥42 virtual
interrupt injection®]2} E-2t}. virtual CPU interface+= S}o]|mHpo] 27} 214 A= 712 oY 11 List registerE £
o] 2 788 = 4= 9lt}. virtual CPU interfaceo] AL H 714t 1] H E L EL20JA] A5 Soto|= B =}
o|Z, 7HAFmAlo] A=W 714t OlE] HE S Q1 A6l virtual CPU interfaceo| Al JRE 7}A 914 A& sict. 7}
Ar ol HE7F &= & W virtual CPU interface 2] EOIRO]| A HE ¥ A] slo]mulo] 2] o] ZHd glo] QIEHHE A&7}
PR o) & Fo) WE 9k Qg EL sto|nulol A tapo] 5o} SH=glo] BAAE 744 4 97, ACKS}
EOL 28 U3 28 sfo]suto] ] 2.2] wapgle] Aa7lsl.

Timer Virtualization

Generic Timer W]} 9] e}o]n] Z£3X physical timer, physical counter, virtual timer, virtual counter= —FA] E T},
virtual timer®} counteri= 7M™ A-g SFEfofolth. JIETHEAH 7M1 0] A|LE R GAA = timerof] 2
737 B2, ol 7 Alo] A A o = ISk A2 sto|wHEo] R 2 o] o Al wiH sfo|wHFo] A &2
trap=|H @ M| =7} 7 At} ARMof| A= o] & sl dst7] dll JIHHEAH st=foj A o &2 7 4lo] AL
g 4= 9l timer, counterE AT, virtual timer, counterE EL19|A] HZ6h= Z1-& EL2E 9] trapo| WAYSHA

orL
11—

121} EL1of|A] physical timer, countero]] Z25}= A-& EL2Z 9] trapo] WA 5to] o] A 5] o Ed|o| o] Q)
o}, 3t efolol H2ohs 210] ohd hojulE e FH4m Alo] ohd the SpgtulAle] FEEY 1) dAehE
virtual timer Q1E] § E= o] A 5] S}o]mHFo] #] 9] virtual interrupt injection T4 o] = Q S}ct.

5 Type 1 5}o]=jH}o] %]

QA7 scalabledt P41 A 9517] I A= AT ol LAAA S0l B aste Aol LA
A2 31 el o] whel, o] elgk A AR Azka} ] go] Bk 71 £ QA scalablegt B 41o] 8
7o) obyl, AmEFo] AZT} SHE ol AZATelo] F7H A% F7hsH Rlo] agAolth. 71

Aol

= 4T E o] AZEL virtual machine monitor (VMM) 2-& hypervisorgtll H 21, A1 9] g A A5 7IAFSHet).
o]t 7HIMAIS2 scalabledt M Alo| A o} scalable SE=HOE AMEE FHI7F HA] 942 A8 2 FAA7F
AHN 5 2 & A siE

2

VMME AHESHE 21 FHE QAR 71E B th2s) Seh b A B e shEde] elang Taksket
oAt oMsE, gas P EA, TF D B4 EA7 oIk VMMe] ofzke] 71He Abgstu, ol e
e 2 29 5 9t

A7} A AJ5H VMM Discols 71 VMMo] AU 8415 sj2 st ofejle] E4o] glrk. AEH<) VMM
A%, Discol 7MW A4 SRR AL el BHe @) @ o|Edoldste] CPU 7H8HE Stk mmeli
Z7HQ) Fa WS 52 WEe] JMIBHITE V0 B9 A9 V0 X et BE BAS A2 A ol E
AOVH2 oo FAFEHI, Discole T3 L UIF|E S Fol L A4 20| Az elo) o2 B4 9151 NUMA
% | e] gre] 7], copy-on-write T2 714, 7ML Q| mo] 2 72 gt
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Disco= 7HA4}sE 71 H-& £-5f scalability, reliability, NUMA |2 2] F£x 32| & A|&<ttt. NUMARE] 7| H= 7MY
mlAlo] Qre o2 xa 79 T e P AR TEE BHots AT 1k A4 BN E Bhole] o] 2ojct,

5.2 Xen [3]

=

2003 7|5 x869] 7HAS 7152 A|ZSFA] &rolA] full virtualizationS £ H35H7] D=2 th VMware ESX server
28 79 binary translation 7] .22 AT Xen& T W 441 & Foher, ALE LA} sfolmut

ol FAE wo}, AA| st=glof o] FAIE-E A YA st= WAl eltt. o] & paravirtualizationo] 2t -2t} paravir-
tualizationS A% 7|A0] Zrp= AHo] 911, HHL AAE LA A Q] A9 FEof £Ho] W3 Ho] gt
5}2|Ht Application Binary Interface (ABI)= A & 2] ¢F7] & o, AILE G HA4| 9] -7 o] & A o] AL 4

qlo] AHg7Hssiet.

Xen Design
W8] 7Sl RISCH A Q] AL, Software-managed TLB2} ASID (Address Space Identifier)S 7} 11 91 7] o]

Zofl, W= 7Hdet o] A £dE 4 Ut x862] 7%, TLB7} st=9ojo] oo AHsH o= afx 1
ASID7} ZAY|5}A] 9¥olA] context switchingA] = TLBZ} flushF th= E3J o] Qltt. o]of wha} 714 s} 744 :,Lﬁol
A&t

x862] RHA| w20l Xen®] W H 2] 7} 3h= 2742] E4-& 7HIth A ALE GA A= H o] 7] Hol&& & ol
31 P ek, Satefy @} isolation& HA5}7] 9J5fA] Xen] J—ﬁ =t} 4|2 address space?] A 64MB+= Xen
o] EA|5t= 5 WE=H], o] & 5l Xeno] XYt L} o] 419] TLB flushE w & 5 QUTh.

rr
i)
o flo

AMEL X2 A A7 TS A A2 Ho|A] Hol&5 TTexs 95 d= BAf ALE 94
A w2 Z7hA HRe S v 9 27]3k6tal o] 2 Xeno| SE3FIT) o] £7HLE AAE &
€13 7]+ Xen©| 741gle] & 4 9101} 27]0} 7441 Xeno] SHel & Wolobgich. Xeno] 7H4
A A A o] v ] S A2 AL 53 4 90w, 71 el wo] 2] o] B 7] S 8 2 gick. Al
o o] 2] HlolE& dHo] Enttt Xen®| TH -2 X|49}517] $I5l A, batchg 4] 0. = gHof o] E % 10'5}711 e
T ot

Segment descriptor table G A| 5L 7| Ho

AL Xen?] 7H4-g HE=t}. address spaceH}t

)
oo
it
Bl
)
|
r2
|m
)
o,
il
o,
N
rir
»
o
)
o
f
N
N,
or
_O|L
j:l
%
N
v
}

nl
ok
oll
<
o
o

=

of,
18
=2
rlr
!
rH
o,
A
N
N
ol

ol
ol
=
nx
o
S
O

CPU 7}A3}: privileged levelo] 279 Al L 5= A-$, A|IAE LA S 57 o] =& 7 o] o] lower privileged
level-S Z-3-5joFgIt}. o] uj, lo] mH}o] 2] higher privileged level-e | th. T3t o] Za]A o] Aol Al A A =
O] Alojd 732 sto]muto| A E AA A 734 o = TRt

x862] 7% 19 [6H = 4719 Perﬂeged levelo] A& 57| ool a-&2?l 7H3St7t 7F5 5. sholwfHto] A<l
XenO] ring02 AR 1L 71] AA A7} ring1 © 2 A X H privileged = 0] 9] 214 Adfo]| Xent 7155

SRS o] A9 AL £AAS) £0] DS ALE LG prvieged BHOIE A
ﬁilﬂ Ao 23] A fault7]— A5, S faultS 2 2]5}H Xeno] A= & AP-S Strt. ZF -2 A A 2] Exception
handler table(Vector table)5-2 Xenof 55 & o]of $tr}. Exception handler”} privileged H & o]-& 34517 L=
7%= Xen9] 7H9 glo] U2 4+ &4 gt A4 0 2 =, handler code segment”} ring0o]| A AP & =2 &
SholstH ot A AH] Z 9] 79 fast exception handler= 556109, Xen2] 7Hd gl o] 4288 7}5-5}1 A St} Page fault
handler:= CR2 Y A A B AR E 714 Q= privileged & 0] & =351 w20, ringl o| A A|AE S DA A 71 45
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Least privileged

> - Most privileged
Device drivers

Device drivers

Applications

Figure 6: x86 Privileged Ring

User User User
Software Software Software

GuestOS GuestOS GuestOS
(XenoLinux) (XenoBSD) (XenoXP)

X Aw: X Aware Xeno-Aware
Device Drivers Device Drivers Device Drivers Device Drivers

5}7] $1oll4+= Xen stack frameof| A FHE FAS| A AILE 2G| A| o] A= o] 217 6h= o] H sttt o5
Bl AILE 2GAA7E CR2 #HA AE ol 213 Hot= 22 9=t} Exception handler”} faultg A 2]% ThA]
fault7} L= AFaEQl double fault®] 73, Xeno| *| 2] & Exception handler’} A< % 2]kt Double fault® o} o
L faulh M A AL E LAAAE 2 FR e

/O Device 7H33}: 2} tjuto] 25 A2 0 & o &d|o]dshs ®4]o] obd, 7] HHfo]A Egto|HE &-gg
T A F@ G} Xeno]| tiHbo] A Eto]H O] backendE, ZF EH|Qle] = ALE A A ol HHfo]A &
g}o]H 9] frontendE &St} /O H|o] -]—‘,3 7z} o elof A Xen© 2 Ring mechanism©]2}= shared-memory 2}t
asynchronous bufferE o|-83] A=t /O <18 #H E = lightweight event delivery mechanism 0.2 H|-57] % <&

S cHQlog Bl & QA LS.

Z]
2]
=

ol

VM control & management: 3] EIQ Xen®] QlutA o] 122 Ltepith Xenl W7 21} QA2 2 ojsh B
ol 28-¢ £k sjolmuol A Xen AL 71 RH Ao vlERS AT BT Alof FHe
Domain02] - A Ao 4 A12e 4 QA RHETh. ZRAta Alo] A4, 7HAF] Al2] A, Tluto] A, B2 wwa] S

=2 Domain0 control interfaceS AFE-SF 4> )= Domain02] -G A Ao A o] )Tt
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Reguest Consumer P -y Reguest Producer
Private pointer P £, Shared pointer
in Xen \ A/ A/ updated by guest OS

Response Producer
Shared pointer
updated by

Xen —

\ rad Response Consumer
R V Private pointer
in guest 08
[ IRequest queue - Descriptors queued by the VM but not yet accepted by Xen
[ Outstanding descriptors - Descriptor slots awaiting a response from Xen
[ ] Response queue - Descriptors returned by Xen in response to serviced requests

: Unused descriptors

Figure 8: Xen IO ring

Detailed Design of Xen
CPU 743} Tl AQl: CPU 7P S} 021918 37 4714 4o 0 2 T4 HIT. /4] Xend} wH917He] AEE A% )

ZpQlolch = Qlof A XenC 2 HE-F o] dof Hdujji= HypercallZ ©]-§3ttt. Hypercall-2 o] ojH}o] 2| & 9]
&7 An E Qo] trapo]t}. AREA QI EFA| Ao A o] A|AFZ 3 il £ 4= Qlet. BIT & Xenof| A H|I o &2
ZAEE A3to] dojdu= Asynchronous event (H]5-7] 2] o|HIE)E o] &3t} H|5 7|4 o|HIEL r]H}o] A SlE]
HEE tAlsty, ZHQl SR eF 22 sto]afuto|x] oMIES MY &4 Sty FA|A 2= Tlnfr} 2]

bitmasko] Xeno] o[ HlES 231 45 7|chel BAlow TG
Hs8 4% ot

EA = Xen} =] Q17HO] Hlo]E AY tzpeloltt. A glo]E 9] 2742 |13} Xen®] 5 H 0] 2| & A&-5t
05 W& 5F= grant tableo] £ A3ttt /O request / response 2] 732, 1] 22 1/0ring2 &85t H| 5 7] &
718 AF3HtE 1/O ring-& producer-consumer 222 w2t 1/0 ring2 T H|Qlutct Circular queue 2 1 =™,
Xend} EHQ] B5 2 /-5 5tk VO ring®] 244 o)4 2 so] Aol FAAS dold 9IX1S o 4 9]
/O ring 9] Z} t] AT FE of| = id7} F o] &] o] Qlo] A, Xen©] out-of-order2 & -2 #| 2|5} & Ft}. o] = 734 A ‘?J
AFgHe ottt 1/0 QIEHE 52 ¢F(notification)-2 HypercallT} H]5 7|2 o|HIER 2] Ect. LA F O 2=,
THello] @S &2 Z8 Hojof 211 @A Uitk AR E /O ringef| £t}. o] F hypercall2 £3f| Xeno]| A
S AHAS etk 8572 o MIES Fo V0 So] 9SS Sl YO ringol ] S HHE /4L 4 Ik

)

EH|QIuitt 54 o HE S APotE S A

A2 CPU A7 % t]z}elo] it} Borrowed Virtual Time scheduling 7|9 AF&-3tc} s AAE L o|HIE
£ T2 Tr|Qlo] wr2A] ZjoiutA shr] sl ARGt ol Aot EHdlo] FH AR E Fof dAA R
fair sharing& 7l 7ot} Est TofQlultt th2 scheduling parameterE 718 = $131, o]+= ZHQ109] ]
amE oz 44 7Hs it

npxato 2 A|71 2 efo]m thakslo] glek. Xeno] AIAE £ AA Ao ATsH= AlZHE: real time, virtual time, wall-
clock time©] 2)t}. real time-2 machine boot ©]& A]7F2 UEFU| 11, virtual time-2 T ¢lo] AA| 2 A= A|7HS
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o Shadow Page Table.

VMM Iuakup Virtual

the real
Guest 05 address To
wants to in memory Machine
update page and update
table the table

v

Figure 9: Shadow page table

a Xen

Guest OS
has direct read Read
access To page
table

Guest OS Hypercall VMM do the Write
want to »{| update on behave
update of guest 05

page table

Figure 10: Xen memory virtualization

et wall-clock time2 &) real timeo] T 3 X|+= offsetgto|th A|AE &G A A= real timerd} virtual timer
S Z4ZF 2 S 4 Q1T timeout-2> Xen®] O|HIE A HFA 0 5 M}

Memory 7H4sk A4l 517 74 %4 Wel tjzjelo] olk. x862 Hol7] Hojio] sh=golst welatr] te
of] 7Hatstel] o]#-go] gt VMware= 1% Pl Zo] AAE - AA Aol = virtual page table S5t o]
stolmutol Aafol 4 A1) v Re] F42 P E| 8o} virtual page tablee] BAFE o] HEH5 shadow page
table2 7}X] 11 1t}. virtual page table-2 HH| 0] EA], slo|mjuto]zAto| A E8] FA4 W -2 2Hoba] shadow page
table™} virtual page table-2 A H|0| E 5}= A2 ALE-Stt.

Xen 19 2ol ALEL] Fo]#] Hlol&& MMUC| S5 & 1L, 977t 7hs ot Al =t 734
A] hypercall 2 3} Xenof] 242 d}o], 74418 S 4= gltt. AA| B A12] page frameo]| = typex} reference count”}
ZA5}A st} Type2 PD(page directory), PT(page table), LDT(local descriptor table), GDT(global descriptor
table), RW(writable) 2 LHdth. Type= &-83f o|n] @G Ho|x & FAF &4 qlvh. ALE 2FAA= 1719
hypercallo]] o271 2] @42 A A 2 4= 3l

A2 &2 F4 HAQlo] Stk Qo] ghEo] Auf staticstA| =] W] AR gy} g go] Ak
A}, ho} AAergaro] Ajergake WA shotehe, Eelgle) ol el ALgeo] Bl uf Xeno 71 g
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87 4= 9ot XenoLinux4}+9] balloon driverZ} i 2F -2 =g 2t} Xen2 554t ofj 7] wfZof|, AA &5
AR WY ALE SFAA AA Aol Ut

Y EY A dulol A 7S g AFQl: Y E Y3 tjHto] A 9] A9, VFR(Virtual Firewall-Router)E Xen©| A&ttt
7} | 91-& VIF(Virtual Network Interface)S 7}ZIth. VFR, VIFZFS] A4S 913 /O ring 171], =412 9]3F /O ring
177} A8t} =H|e109] A A Y| E YA AE S o 4] round-round packet scheduler2 *| 2] t}. VER, VIFZHS]
W o A A A datar= 5] copy | Z] 2211, 55 B 7} packet buffer= HF P A Ft}. o] = page flipping 7] ¥ o] 2}l

=t} A0 & page flipping2 ©]-8-517] f15f, AILE LG A4 = w2l W= page frames 2% 5| 5=0fof Hrt.

10 tjrto] & 7443t HAHL: Diske} 28 10 Hako] A 0] A9, Eueloo] A4 22 o Az0] e 4 9l 7
1}

=
VBDE: 1/O ring /%2 4] Xent} glo] 8|S AL W=t YEI29} WHI7HX 2 page flipping 7S &3
HloTE £ zero copyE 2ttt 2t =HIoA A& 2457 95 A reorder barrierE A8 4 Tt

[t

Building new Domain: 7] ]2 gH57] 984 sho]wfutol 47k obyl TH| Q1004 Salghet. o]
weho] 4 o] AT E Fol1, robuststA] 517] SIgeleh. EAIQI001A B LS AekEolt HH RS & 5 9t
ol £ gt

[¢]

5.3 Xen on ARM [12]

Xeng x86 o7 €147} ofid ARMO|A] AL, 271A] A4 7F @AY _het. A, ARMO|| A<= unprivileged modeZ} 1
7N vhof] A2 & R &=t} x862] 73-$+= 4 ring privileged level & A Z =], ARMO|| A= Xeno| 7| &0 AT
ALE LAY 4] 0] Z 2] Aol Ho] ThE modeol Al TEF = HH41& A1} Foh A7 AT o] 5
3[-25}7] 9]3f privileged modeo]| A= Xen©] -5 ] 17, unprivileged mode©]| A= guest OS2} application©]| F-A| o]
2hE =] A 7 ook .

S 4| 2 Cache/TLB flushing @ H 3| E7} §Jt}. ARM-2 virtually indexed virtually tagged (VIVT) & 41 2] 7| A| & A&
5}al 9131, TLBO] address space ID (ASID)E Z|<d5}A] il @It} o]of w2} address spaceE HH A A] 7 A2} TLB
£ A7 flushsfjof == A7} ot ALE S FGAA| o 74 o] E=]A| o] o] - modeo]| 4] F2A}5IE & context

switching©] 525} &, cache2} TLB 9] switching cost”} U5 7 ] A| Ft}.

o 3

CPU Virtualization

Virtual Privilege modes: S}o|w{H}o]%|7} St glo] FA|H2 7] 9151 A] supervisor mode® A5 &w, A|AE
LA A e} 87| o] =] 7 o] o] user modeZ FZHE TF. ARM Linux kernel-& 92 supervisor modeo]| A ZH5-E] 7|
Fd H9ouz 08 £Fo] Dast} 0S 4L H43FsH7] €s6l, User modeE user process mode, kernel mode
271 2 B2 gt} 919} -2 71AY privileged mode -2 $]3H, user mode | X A& 27 9] banked H| X AF 1
o= 2tk 1Y AMEA 7HE e 2 E2 5 modes= HolErh 2719] mode®] A SHA| of]i= Xens 74 of
5}+=d), User mode — Supervisor mode — Kernel mode & 7] 4 oF A|AE 9] -2 o] E&A|o| A A ALE ALZ
Zgto] Hrt. o]i= Xen¥to] 7} modeE <14l5}7] wfjFolTt.

Exception handling: mode#2}to] Xeng 7] %]%©] interrupt, fault, abort, software interrupt -2 Exceptions 9]
YAl 19 Zo] Xeng A A guest OS kernel= Z1QJ et} 1] Alvbe] @2 th53t 2. (1) Exception
AP A] Supervisor mode?] Xen© &2 Z1<9]ottt. (2) ARM 2] CPSR(Current Program Status Register)”} SPSR(Saved

18


oslab.kaist.ac.kr

oslab.kaist.ac.kr

S2: User mode

toe

Si: Kernel mode

tod

So: VMM mode

Figure 11: VCPU mode A3}, t1o: interrupts, faults, aborts, hypercall A], tag: interrupts, faults, aborts, system call A],

to1: upcall, return from exception, tgo: return from exception

User Process Kernel VMM

-

H__E, Exception generated |

Deliver virtual exceptio

Save context

Handle
virtual

exception - ues context restoration :

; /’/] Restore context
; T S , a
D./ i Retumn to previous context |

Figure 12: Exception handling in virtualization environment

Program Status Register)= % %] 17, Stack pointers- T A E T (3) A|AE G AA Q) A1 2 AJA57] 5HA,
SPSR 9] Uj-8-& VSPSR(virtual SPSR)¢f| Z|%} 5} a1, Stack pointer = VSP(virtual Stack Pointer Register)o] # &gttt
(4) Xen©] virtual exception event= guest OS kernel®]] upcall2 & %35}17, upcallA] VSPSR, VSPA X 52 kernel
stacko]] EAFSITE. (5) A|AE 2FA|A| S Aol FAA], #E-2 virtual exception= X 1l exception vector table
2 283, exception handler2 7 3t} (6) Exception handlero]| 4] kernel stackoll 1% 5 SPSR, VSP 3= &9l
) A exception2 A 2|3ttt (7) A|AE -2 A A7} hypercall 2 return from exception2 A1 33ttt. (8) Xeno] -§-4
o] Zg]A|o] A contextE B &, return from exceptiona At} (9) Exception 0] & §-2] o] Zg|#|o] o] A
7}5-8}t}. o] 7] 4] SPSR, Stack pointer, FAR(Fault Address Register), FSR(Fault Status Register)‘g-2 user level o] A]
Aol £7Fs5H7] wiZofl Xeno] kernel stacko]] copy & A2~ E L FAA| 7' = 1 dsh= Aol

Sensitive instruction: %= A~ E 2 FA A 9] privileged & o2 AH8-5t= F4E-S hypercall= tiA| gt}

Memory Virtualization
71E Xen®| 7|3t FASH, #HolA] HolE M2 ALE LIAA AN AHEA & 4 Ao, BAA o=
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hypercall2 53l Xenol 8742 soFettt. ARMOA x863% 2to]7} U= FE-2 ALE A AL {4 o &
Aol o] F LRt modeof A 255 7] wlZell, ALE JAA At A4 ol & Aol Hy Ho 7]y
o] £7}4 o 2 I Q 3ttt ARMO] Domain protection mechanism2- ©]-&5to] W22 RS 7
Domain protection mechanism©]|2t page table entry(PTE)o]] %% % access level 2 ©]-&3F 7
value(access level)- no access, client, manager 3Z 52 LT} no access= 5274 A2 BV A2 Eske o
EbHTY. clientS HZ2o] 7155 714 Q1 4 Z0] = Q5}a1, PTEQ] AP bit= read/write/no access o] 5 &+l 5]of
Sh= A drtelth manager= 72 L 7Hs e AT 9 olth. Domain AMEA7L o= 57 o] & o
g g o], Domaing-of| Al AFofl tet TS thEA F1L 4 0 AP bitE ©]-§3Htt. Domain- 167]714]
4§27 AA PSS S-S0l A domain® 105 918 <, 1) G User G, A7 G ker-
nel J95 02 AASH 4 Qlt}. Domain®] L AHS A 5H= CP15(DACR: Domain Access Control Register)
g X 2~ E7F £ A gt} PTES+= Domain 157} 25 ¢le] o] & 53l CP159]4] sig Domain 5 Z&|'H-& &ofjof
A o] gbz] ¢F © | access faultE A2 4= Ut} | =Fo)| A= 1670 2] Domaing D0-S Supervisor mode-&-,
D1-& Kernel mode-&, D2 User process mode-& 2 & JLE5H}, user process mode o] A+= D2+ client, D1, DO+= no
access= A7 o], D1o|1} DO & o] 2 A] access fault7} EAY &] o] Sho]HH}o] 4 2 trapZ T} kernel mode o] 4]
= D0,D1,D2 25 client= A3}, supervisor modeo]| A= D0,D1,D2 X5 client= 4 A3ttt Context switching
HFe} CP159] ZES B7381A] modeo] W2 3 U5 47} 7Psieh,

ARM Virtual Cache optimization”| &%= w22 7} Sto] AFREC ARMO] 7JA]= virtually indexed virtually
tagged (VIVT) @21 9] A& AF&SFaL 141, TLBY] address space ID (ASID)E 2| Lstal Q1A 9FotA] context
switching?}th 7§ A} TLBE flushdl}5=0foF gttt FlushH]|-g-0] 7] wjZof Z|djet msh= Zo] Ftt. s =&
ol M= sidH o= 7]E Xeno] 7| <l Xeno] ARE-S}= 572 process address space] 64mb F= 25 ©]-§3F
t}. Xeno] 0xFC000000 - OXEFEFEFFE, 7] A E ¢33 7|4 #d 0] 0xC0000000 to OXFBEFEFEF, I 24| A7} 0x0 to
OxBFFFFFFFO & et ahetA] T2 A|AofA sto]mutol 2= M7 A], 7§ALE TLB flush7} & 8 5}t o,
ALE SGAA Erf|Q17te] Meto|up T2 A ATl Heho] §lS W= cache/TLB flush7} B 8 5}t}. 7140 =2
ARMo] 8711 ¢] lockdown TLB entriesE A|-&5}+=1], ©]+= TLB flush7} & ]| &= invalid %] 2] 7} =] 2] &3+ TLB entry
o|t}. 8711F 2711 entryE Xen W& ] & Hof] 1A, TLB flush QS| =E F7FA 0 = S ot

Inter-Domain Memory Isolation”]| &= H| 2 2] 7}AFS}o]| AFR-ETh Hypercall2 H| o] 2] H|o| & 74415 Q@ A5l =2,
Xenof| A TH| QI Fo] W3g Q12 ef Q] WgQ12] &l &, f-aokA] ¢F-2 F Y ¢ 2pehoh= oot

6 Type 2 Slo]xH}o] 7]
o] 7] 1= THEA Q] Type2 sho] wuto] 419l KVMO| Tl 2ol 7S 4w et
6.1 KVM/ARM: The Linux ARM Hypervisor [8] [9]

Split-mode Virtualization

KVM-& ARMO| A 22 7} 2t mode<] Hyp modeo]| A HF=2 F-55H=

TF. 7], ¥+ Linux kernel modeof| A -5 5| A A A| =] o] A, 47 §l©]+= hyp mode<]| 4| 7-5-°] &7}5 5ttt Hyp
mode+= kernel mode®} thg X AE AES 27| tZo|th. EA =, hyp modeo| 4| & =A A E o=, 45
= A17F A te. Hyp mode<= page table register”} 171 Hiofl §lojA], 54 54 3t ol 42 & 47t /lth. 54

2748 7] o)A, page table registerS A4 HHHoF a4 45 EA7} EAFHC,

o] 7V oAk zlolt, 27b4] BAZE EA G
o]

sk
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Host User = VM User
PL O (User) 4
Y
PL1 (Kernel) | | st Kernel KVM VM Kernel
Highvisor
Trap — Tm.:lf
PL 2 (Hyp) Lowvisor

Figure 13: £2]5H KVM 11X

Hyp mode©]| 4] ©] ARM virtualization extension 7|51} kernel mode©]| 4] 2] Linux kernel 7|52 A5 AF-85}17] ¢35
A KVME 13 Z+o] split-mode virtualization= AF8-SHC}. Hyp mode ]| A 52F5H= Lowvisor+= 3714] 7|52
AR WA, ARMOI A A1 BoHe 85 7358 ol &ko] 7Pl A1zke] 858 AZec). 412, world switch
715 AB-$te}. uhR] 2o 2, virtualization trap handler 7]5-& A|-5-$tc}. Kernel modeo]| 4] 52}5}+= Highvisore=
Locking mechanism, memory allocation 5 7]& Linux 7|52 223ttt ARM HAl 9]9] KVMof| A Slo]mjH}o] #
29| trap2 trap to lowvisor®} trap to highvisor7} &4 4] double trap-2 323ttt Highvisor®} lowvisor2] ©o] g
F6-2 915/ memory mappingo] 5 e F42 FES ATk 749 WH-L 7|2 Linux memory management

system2 1t 2 &St}

CPU Virtualization
Lowvisor= Hyp modeo|| 4] =Z}5}11, hyp mode-§& register set2 W= AR5}, AHEZ] © 22 = kernel mode2} user
mode]| A= hyp mode-& register set-2 3L°] 7} d}ct. Kernel modeQ} user modeof| Al AT EJJojA o7 AT

7}5-St register set-& 3 Zr},

VM isolation o]} 7] wj4lofl 392 mlA) AR 267} ob A9 P44 ek ol A2 S stacko] 4%
5l E-Q5)= HHAl-S A g5itt o E59¢, TTBR_EL1Z-2 base page table registerz-2 7= hyp mode 2 9] trap
§10] kemel modeol 4] H7Hs3hch. sto]Muto] 4 9 A systemoll BAY A2 AH o] FGEE wH ALk S
& o] trap-and-emulate B A2 AF8351T) o E50], WFI B 3 o] £ kernel modeof| 4] CPUS A& 11514, 5}
ol mtol A AARE o AU L oA S A0 2 o 2ol Haket. Floating pointE h VFP
H A 2B E-& hyp modeof| A= AR & 2] 97| W& o] lazy context switchS §HC}. Lazy context switch+= 41 A world
switchA]o]l VFPE Z7Sh= Zlo] obd, thgofl thg 7Hdm Aol oJsiA VEP7L A2 AR8E ], hyp modez
trapdf| A] hyp stacko]] 2|74 & 29 2+1-2 7| Xt} Lazy context switchE #-838 wfj= HCR_EL2Z ©]-&3]] VFPE
A trapE| Al A3l = 4 ATk 27FA] A2 1 world switch 7432 offjof| A A &gtet.

SAEA ZHAHAIC 2 world switch #+3  (1) A E 9] GP registerS hyp stacko]] A3ttt (2) 7P A1 9]
VGICE Attt (3) 7M™ A19] timerE A A S} (4) S A E 9] configuration registerE- hyp stacko]] #4}stct.
(5) 7™ A1 9] configuration registers £ St} (6) Hyp mode 2 9] trap2 A A $tet. (7) VFP lazy context switch =
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Action Nr. State

38 | General Purpose (GP) Registers

26 Control Registers
16 VGIC Control Registers
Context Switch 4 VGIC List Registers
Arch Timer Control Registers
32 64-bit VFP Registers
4 32-bit VFP Control Registers
- CP14 Trace Registers

- WFI Instructions

- SMC Instructions

- ACTLR Access

- Cache ops. by Set/Way

- L2CTLR / L2ECTLR Registers
Table 2: VM and Host State on a Cortex-A15

Trap-and-Emulate

‘A7g_tet. (8) CPU halt & F o{(WFI/WFE) AH-g-A] Sto]ufrto] x| & trapo] WA A4ttt (9) AEHHE] trap=| 7|
A7g_et. (10) SMC g g o] ARg-A] trapo] B A A etet. (11) 54 @A 2 E ol H2A] rapo] = A A4 7tct. (12)
7143 A1 9] IDE shadow ID registere] 7]-=3tc}. (13) Stage-2 page table register(VTTBR)-S A l1l @ Stage-2
translation 7]5< ZAt}. (14) 74 A19] GP registers 243ttt (15) 7FA™ A1 9] kernel model} user mode 2 trap
Clasg

7P Ao A & AE & world switch 3+ (1) 714 A1 2] GP register= %] AStet. (2) Stage-2 translation 7] 52 -
t}. (3) Hyp mode 2 2] trap 7|52 Ztt. (4) 7H4™H 41 9] configuration registerS 4% 5ttt (5) A E 9] configuration
register2 -5t} (6) SAE Q] timerS A ATt} (7) 7HAH Al 9] VGICE A Aghet. (8) S AE 9] GP register £
sttt (9) SAEQ] AYR trapSiet.

Memory Virtualization

Stage-2 translation 7|52 2 7} A7} KVM highvisor7} S St kernel mode=2 5] A9k, 2 g
EA 7FR7He Aol Zhssttt. 7 Ao A fraskA] ¢h2 mRe Fof HA] Stage-2 page fault7h I
Stage-2 page fault handleri= highvisoro]] &5}, highvisor= 7FAIH Ao Al St g of 1% &
st w2 e) <o) Webl, 7] Linuxe] Wlol7] e 4288 5o ol S ol wa skt o
W 2] g o] o}y H, segmentation fault”} TAY I}

o}

o oz 18
ok o rlo

Sl

ofl
i

I/0 Virtualization

ARM o}7| €l X o] A= 2= I/O7} Memory Mapped I0 (MMIO)E ©]-85} 2.2 Load/Store I H & O]QEHH 1/0
Zkgo] 755ttt MMIO H| 22| o o2 7HdmAlo A= A E7Hs s WB2 A4ttt MMIO H| 22 <
ZLA| Stage-2 page fault”} EHAY S}, fault addressE 0|84 SAE 2AA A 2] QEMUL Virtios E3) OﬂEE]
o4 tifol 2ol W Ps s,
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Interrupt Virtualization
Linux 9] interrupt handlerE 1t 2 0]-83ttt St=¢o] JIE HEA| S AE linux &G A A 2 9] world switch7} ZHAY
S}al o] & interrupt handler= A 2]?tth. /O ghim -2 QIE Y E+= 7P w4l o] drofokel B @ 7} Ql=1, o] B9+
virtual interrupt injection-2- ©]-&$tc}. Hyp mode©l| A VGICE] list registers X 2 12| W 3] A, virtual interrupt&
Sol 7HM Aol Al A 7hsstet. s virtual interrupt= 7 M Alo] thEof] 2A1E Y Hol 752 o oA
Qltt. List register+= hyp mode]| ATt A= 71550, virtual interrupt7} 217} =] = virtual CPU interface= 7Y H A1
0] hyp mode= 9] trap§l o] H= 7}55}t}. ©]% hyp modeE 72 o, virtual CPU interfaceE 2RI5JA JAEHE
ACKE Q1 g = Qlt}. 7H w4l o] GIC] distributorE 4 4 5tal A AL, IPIE A A 7] = 73-F-+= hyp mode & ©]
trapo| EAISHA Hot. i A2 & Y5 AZE Y o]& © 2 virtual distributorE- highvisor?] 7|5 ¢ & Fr}. Virtual
distributor= I HE JHE AT E Qo] 2 0 = AAFstal, o2 7Hdm4lo] AA1E 2 o] s HHE o] 8-l A
virtual interrupt injection gk, e 7HAHu] A1} Sho] wufo] 47He] g 5 7|2 sHAo]Alo] ez T
L 7oL VOICE A3 Bask govt, FAL 47 sp1918) RE world switchA] VGICHH & 21 45he2
T@Act VGICHHZE A45t= 74 o] KVM on ARMOJA world switchA] 7} 2 @ W8 =& 22| ]t} Lazy
context switching 7|8 % VGICO] H4A1719 @ oE8 £ 4 918 202 dpach

A M

Timer Virtualization

physical timer+= hyp modeof| A EA|Stt}. virtual timer+= kernel mode]| A4 hyp mode2 9] trap§lo] H=L 7}s5}tt.

virtual timer+= virtual interruptE B} 2 9FA A] 7] 2] 35} 7] w9, hardware interruptE H Y A] A lowvisor= 9] trap

o] WrASHA| Stct. ©]% virtual interrupt injection2- £33 7H3 ™Al virtual timer interruptE A 25tct i 71 ¥ 9]
E2 A= CPU coreq virtual timer7} 17 Hroll g17] wjZof| coreo]] of 27} 2] 7Hdm4lo] Effst= g0t 7}

Ay Alo] Sto]muto] A & trapE ], BLFA] 22 timerS 7FA| S| A] software timerS YHEo] &5}, S timer

7} w3 = o callback functiong €83} virtual interrupt injectionS LAY A 7] A] A A Fo] ZAE |2t i

W& Fof 7 Ale] @ EA] Uk H P timerA 7 AT 4 A Tt

KVM on ARM versus Xen on ARM Hypervisor
I [le ARM v 4140 A KVMI} Xen®] 7@ 52 20| g HojErh KVMO| 3¢ S AE 294 #3] Linux7}

KVM Xen

e Highvisor in EL1 H orin EL2
ervisor in
° Lowvisor in EL2 P

EL1 7M™ Al trapAY | EL1 7M™ Al trap'dAY

KVM in EL2(Lowvisor)
P AL trap

KVM in EL1(Highvisor) Xen in EL2
Host kernel in EL1
VM I/O VM I/O
Trap to EL2(Lowvisor) Trap to EL2(Xen)
1/0 24y Signal to Dom0

HostOS EL1 switching
Scheduling Dom0O

HostOS7}1/0 A 2] Dom0Oo]| A 1/0 # 2]
Table 3: KVM on ARM vs Xen on ARM

EL19]A -5 57] w£oll EL1 S| X 2~E & context A% R H-5h= 3o F7H24 o2 EAs)A, 7Hdm Aol A
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(a) KVM x86 (b) KVM/ARM (c) KVYM/ARM in EL2

Host User VM User Host User VM User Host User VM User
L3 Space Space ELO Space Space ELO Space Space
Host Kernel Host Kernel
LO KM VM Kernel EL1 KM VM Kernel EL1 VM Kernel
| T ... O L. BRI <., SO ..U, ST S
VM Entry:
WEA: EL2 _M':L;;\:n%r I EL2 Host Kernel | bt
Root Non-Root ‘ KVM ®— R
Lowvisor

Figure 14: S}o]mjH}o] 2] t]j 2213} CPU Privilege Level

Sto]mHto] 2] = o] ZghA|7to] B @ 2] A7t KVM on x862] 73-¢-, root mode”} AHH2] Q1 ¥ & o] 1} 2| 2| A B -5
AREE 4= Q17] diofl ARMA & highvisor, lowvisorE 22| & 7} it [0A] 2] of| 4] 27}2] 7-¢- L7 Sfo] wjH}
O| A 2 9] A& Zo|= WFOE I/OE Z3P5t7] 54 paravirtual /OE A= Zlo] LHbA o[t} paravirtual I/O
L shol suo] Ao 4 TEE 14 ool A5 AFEBHE L4l Aleko] Cutol A Eafo]BlE o] g4 A, vinual
device front-end & 7M™ A2 device driver2 21415} 11 AF&5ch KVME] 79, Virtio protocol-2 AF-&-6HH virtual
device backendE S AE -G A Ao St} Xen?] -9, Xen PVE A5} virtual device backendS Dom0
Ao FAIt.

6.2 Optimizing the Design and Implementation of the Linux ARM Hypervisor [7]

Original KVM Problem

KVMe] -9 linux 8] 7|12 7152 8-8517] $18) A4 sho] wuto] 4 -2 QA4 742 EL1o] 57 531, Xeno] 295
Dom09] 7]'5-& E-8517] §I8) 4 ol muto] 4 2AAA| 7' ELIo] £/ €t 5 A9 %, st Hulo] 4 &
YAA AL ALE LFAA 722 FLt EL1A §25HA| B 4L, sto]muto] x| el 7w 4l kAl of ELL
A 2B o AT HdHgo] FHE T Intel VMXO] ¢, sl S St=go4 22 A2 5t ARM2
ATEoZ oz s W& #2]stE 2, ARMO| etk e W=7t d¥rz oz o St

New Hypervisor architecture

a9 [14e) A9 stelmutol A LGAA Ad-E FH glo] EL20]|A] sto|muto]zj et FAgh | HeA] F2A 71T
A oG LHFEE A o] S 4 ek EL20 A EL19] Zgh, -2 71 ¥htf] 7-¢-ofli= EL19] registerS #]7d5taL
295l 3hgo] W agly] fRol, w2 Asto] Fhs sl ald BL shEglold o2 A 9sl7] $18)4, ARM-L
Virtualization Host Extensions (VHE)S 3£7}50th. VHE 7| 50| AX AMegtd, 7|& A AAE A glo] EL29|
A & 7155ttt VHE 7]50] A% e &2 ittd, =% stolufrto]x] R GAA| 7122 EL29]A F2FA17]
FIeliA = 71E stolsfrte] A R IAAIE +=7g A EL20 A T2 = A sfofRttt. o]«= A 3714] €418 FREgt)

H 2], EL27} EL13} control register seto] T2 11, g HAAHE HLoh= WH o7 o2 BA7 ok EA=2,
EL13} EL29] H|o]#] g|o]& FZ7} th2 11, address space H & T2 A A Y= EA|7} Q). EL2:= 32bit TTBR
drof glom g, d FAFItoAtS &8 E7Fs st AR R, EL2 &= = EL09| §4 o] ZAlo|d-E& +5F
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QI & address spaceE TA5l= A o] B7155}. EL19o] §1.0 2 2, system call, hardware interrupt, page fault
-2 exception=0] ZE EL20|| A # 2] &]ojof 5F=t], HCR_EL?2 register®] Trap General Exceptions (TGE) bitE
-85} =E exception©] EL20J| A A 2] =] A & 4= It} 5FA| 4, TGE bit7} 2443 =, EL02] virtual memory 7|
5ol AZA = o {3 o Z2 A0l 9] address spaceE AJ2 22 FH517] @5t 7]E KVME o] 5 s 2517
ﬂoﬁ/ﬂ highvisor, lowvisor2 7]%-& Z7]A] slo|mHlo] 2 & L@ T}

>

Ii‘

Advantages of New Hypervisor Architecture

A 22 sholmutol A 3= 37HA] S 7H T WA, 73 41} Sho] muto] 2] Abo] o] ZghA] XA~ H o] ]
&R 5Y o] gloje "ot 4=, EL2oJATH H27b5e A RS EL1o|A] B7] 9]8f 731 ¥ intermediate
data structures-& Tl HAFD Ba7} §lol, stolmutolx 2JAA #1do] AH AL 7Festtt. niAHe g,
sto]muto] A ¢} slo] W Hto] A -2 J A A #'do] ThE address spaceS 7Hd W Q. §lo] 5 U3t address spaceS A&

Fhsait.

Virtualization Host Extensions (VHE)

ARMYS. 164 2718 7150 2, EL26] el | 2B 52 %7} 2 44, ELI SUT /)52 A3 % A dt

BL2SA 52 A7} SAHA) ELT o5 8jo] Hetoke o152 A5 410 & EL2o] Aol TEc, EL2ol A

ZZ 0 2 ELOo|A] virtual memoryS A-&-3) address spaceS THE 4= Q1A A YSgtet EL1S 614 &1 R E
=

A
exception©] EL22 E35}74 A4 7155ttt EL13} EL29] page format-2 £ U3ttt E 8 Ao VHEY]| 52 bit onA|

gk,
744l 419] ELL A Ro] sto]muto] 47} A 28}7] 1Al 712 B eol i 4eo] Bl sttt stol Hutol A =
EL2¢ 9lomg, 4] EL2o] 2152 Hrh BLI2 §Hol5S 2715to2 shagch. VHEZL A4 Aejel 4

to] Huto] 2= VHEZ} Al Aol A=

Oll

_EL12¥ o] A& A], EL2 AFeo| A EL1 82| AE o] A 7}55)c}. o,
EL12 PF o5 Aot S 7g 0] Hasitt

el2Linux

VHEZ} gl Aol 4, 2T E 90120 2 L2 A linux T-5517] 915 548 2 a)Alolct. 9, BLI &)
2efo] Rohe A R L2 7] 28 o] 2o} A0 44t SAR, TOE bitg AH5}7] 931, LI
exception vector?h-2 50 A] hypercall-2 2-8-3]] exceptionS EL22 A3ttt o|uf], EL1-& A X]= @ W3 =2} EL1
off A5t runtimext ALE FFAA A7) 27 9 F9 7 overhead7} F7h2 EASeL o, o] g2
SAE O f A ofE Aol Aol HIAlofTE A8 H B =, et 7MY 413t sho| mHEo] 2] gt A= @ Hs| =7}
ottt KVM2 x86, ARMe] AJatglo] T2~ E©] user space = Z|teh vlsh= WoFor 2Ao7t 234= %l
oh. AlA| &, EL19} EL29] ¥o]7] Hlo]l&27F g A= siEsh] f1t #+x F71ettt. ELIL H|0]Z] Ho] &2
742 executable©]| ELO bitx} EL1 bito 2 JLEE]o] HEst Holr} 715351t} EL2 1 o] #] H|o] &L executable©] 1
709 bit2 A= 7] W29, EL02} EL27} St} executablest AL St eFE T EL29 A #A'd FEX executable
SfloF 5171 w2l ELOX 78 0] 2|5 executablestA| H 4= Qlth. #d H[0]Z]7} read, write¥]= 22 9& 4
Q1 01} privileged user’} 7' H| 0] Z| & executableS}= HQt o]7F A 4= @it} el2Linux:= S Hot o]+ &
5]-§5h= Wk o= ELIL, EL29] A H[o]A] Blo]& F27t f+AFSHA RE=t}. EL2 #|o] 2] H|o]2-2 Address Space
Identifier(ASID)7} §lo1 4] TLB invalidationo] 2} 2HAISHTE, o= T2 M| A A SHA| o EL2WH entry=2 o
invalid %] 2] & gtt}. ELO= ASIDZE TLBOf tag=| o} A T2 A A ZEHA] invalid #]2]7F € = Q 7} Qi el2Linux=
TLB invalidation-2 7+4=5}7| 2 Stt}. EL2 H|o] 2] €|o]E-2 virtual address = 48bitFA S HH=1)], 0| = 47bit 27| =

l
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rOh

ZINA AL bit7} 0L WS user space &, A bit7} 19 ]S kernel spaced H 02 ZIESIE-E HH
o] & &ofl EL2 #|o]#] g|o] &9t 2 ELI/ELO H|o] %] Hlo] &2 71 A A H {174gtet.

o},

Hypervisor Redesign

sfolslufo] 4 E EL2GIA TS5 linuxE §15] 4 0] Bashek. WA, 7Hol A1z} spolalufo] 4 abol o]
o ARHAL ELL B A AEE A 9 Bshs 1 AAR &, oh g 7 Alo] g2 ufjefleh, ELI 2| 2] A
£ A% 9 548t SA =, 7MW AT sholwabo] A Abe] &] Zbm w22 915l ELI/EL2 K5 A4 sh= =
A St} o] 5 B9 2 A s BASlE A X AT 4= 141, EL13}F EL27} address space”} @2A], TLB miss
7} e A% S BL2G) I SAE Aol 43 RE st=glo] € AAAEE W2 AFseke. A2,
74 Al stolmuto| 2|7 AR, 7HES} 7] 5 AL Tl B AHA| R 7]Eo = EL19] S A E @A 4|7}
=0l BANE 77 oA, 7145} 7158 Aok AW EL20 4 T 5 o o] 2 asieh. Bt stage
2 translation, virtual interrupts, traps on sensitive instructions-2 EL13} ELOO||Tt s |22 & = Q it} 71AFsH
750l A U, BAE §7] o] Zal o] do] 5 ugt A4k, vpAjete 2, BL2oI A FEE|7] 9 linux
TSt 2] ¥517] YalA T E 2AR-S F75= A o] ofd, static key infrastructure ©]-83Hct. 21 EFQ 9] instruction

flowE A3 A] AS¥stc}. unconditional jump= no-ops=. o | Gt

7 10 7}Ars)

o7l A= 10 ]l thet 7He=t 71HE

filo

Apw et

7.1 QEMU, a Fast and Portable Dynamic Translator [4]

QEMU= 7] 24 0 & full system emulatore} 1 & 4= Qlet. o 2ol B 2he T2 7|32 o 2 A7) st=go] 7t opd
Ae AA stEdlofell A T2 7= A AEE Rt o5 5o, ARM7|HEe 2 A H QFEo|E o] &)
o] -2 x86 A|AH| M= HER F-50] &7H& 5, EmulatorE F54 F-50] 7Hs5ith. QEMU= 54 o &+
AolA(ZZAA) B oty gt LA A ESH full virtualizatione & 4= It QEMU+= CPU emulator, Emulated
device, Generic device, Machine description, Debugger, User interface 5 © 2 L Hc}t. 714 45 $F QEMU-KVM
A2 "> A= QEMUE device emulation© 2 I/0 7} Elo]| AFRE]11, KVML CPU, memory, interrupt, timer&
7Vd2lshEt AREE T QEMUZY o8-8l 0] A& Sh= W42 dynamic translation-2- ©]-8-?ttt. o]= ©lEMY]of] 7] &
Hol e TS oo Melsls AL weth WA AA o ARE o), 54 Waolrt 2wlol
fetch & decode =] 2] ¢t 7| 3ttt. QEMU+= H-2 dynamic translator®} th 2 7] o] /42 ]3] 267 ¥19-2 gt WA,
Target J 0|5 ¢4 C code & H¢H-2 5112, |5 GNU C Hutd 2]5 &-8-5fl machine code= TH=rt. o], H &

machine code= concatenates}o 2] st}

[*]

Portable Dynamic Translation

#ol7] A A, trget CPU 0] micro operationo] 21 71k} el 5o vl of THgolA]
micro operation2> C T =2 LA =11, 25 hand codez ASYE T Tt &7} ot 7HEAT A=A S 7|&F0 2
z] A slsttt. E4] 2, micro operation®] = ¢ code= GCCoJ| ]3] object T+ Tt A 2, dyngeno|gt+= AT =
T-E AFE3 micro opertaion©] ZFHE objectmTt Y-S dynamic code generator= FHEC}, nhx]2h O 2 Dynamic code
generator—= T EFS] o] target CPU H 3 o] 52 micro operationE©°] ¥1A% host function© 2 H 73t QEMU=
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micro operation®]] constant parameterE & 4~ 11, o] &

Qlt}. &2 0 2 dyngen©] ]3] relocationS & 4= 1Tt

£5}'H GCCE &3} dummy code relocationS &

4

fuiok

of|A] addi ri,rl,-16 ©|2H=PowerPC codeZ x86 code 2 H35l= A2 Hat AW A oA i H ol =
ol et Zro] ¢ code= A H Tt

movl_TO_rl;
addl_TO_im;
movl_r1_TO;

void op_movl_TO_rl (void)
{
TO® = env->regs[1];

// enve= target CPU stateE E1 Q& array

extern int __op_paraml;

void op_addl_TO_im (void)

{
TO = T® + ((long) (&__op_paraml));
// runtime0 ZA

}

7|4 BE moveE 1125t Zlo] obd =X temp register?t AREHTE GA]o A= TO, T1, T29HS AHESY,
register M AFR O 2 HEE H X AHE AT FHA SAE A A ¢ coder object file©] & 31, object TH
2 QA FAE 7 A dyngeno] 2]3}| dynamic code generatorZ} E T}, code generator+= opc_ptr= & Af| operation<
7}2]7] 11, gen_code_ptr= output host codeE 71271t} o A] 2] -16 Z0] runtimeo]] 2 % &= m}2}u] €] = opparam_-
ptrofl A 742] 7130 Qloh. HF A Q1 F2F 72 offjet Zrt

[...]
for(5;) {
switch (¥opc_ptr++){
[...]
case INDEX_ op_movl_TO_rl:
{

extern void op_movl_TO_rl ();
memcpy (gen_code_ptr,
(char *)&op_movl_TO_rl1+0, 3);
gen_code_ptr += 3;
break;

}

case INDEX_ op_addl_TO_im:
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{
long paraml;
extern void op_addl_TO_im ();
memcpy (gen_code_ptr,
(char *)&op_addl_TO_im+®, 6);
paraml = *opparam_ptr++;
*(uint32_t *)(gen_code_ptr + 2)
= paraml;
gen_code_ptr += 6;
break;
}
[...]
}
[...]
}
[...]
AutA o] A= gen_code_ptrZ code’} E-AFE] X9, constant parameterE AF&6= 7-2+= relocation& 5} con-
stant parameter& 2|-83tt}. ] 9] dynamic translator’} F-5 5™ addi ril,rl,-16% ofgf|Q} Zo] HGH].
# movl_TO_rl

# ebx = env->regs[1]

mov 0x4(%ebp), %ebx

# addl_TO_im - 16

# ebx = ebx - 16

add $Oxfffffff®, %ebx
# movl_r1_TO

# envO>regs[1] = ebx
mov %ebx, 0x4(%ebp)

Dyngen =& object file-2 T4 3[4 symbol table, relocation entries, code sectione ¥ +=t}. symbol table-2 E3j|
code section®]] $]2]3t micro operationS 1| 2 memcpyZ EASH= HFA1-2 A-25t). constant parameterE At
£5}+= relocation©] @ Q 3t micro operation-2 __op_paramN-2 AF-25H= -8 0]-&3) ZHA| 5}, relocationS gt
memcpyA] YHIA © 2 function prologue?} epilogue= AF] =Tt =, stacko] context A% & E-L-S 512 &=

GCCo| A At A, dummy assembly macroE ©]-&3f 17§ 2] = ol A] return©] 14| of| ATt WA SHA| 734 gt

Implementation details

Translated Blocks and Translation Cache: HF2] 0 2 QEMUZ} target codeE HET o], th-2 jump oLt
static CPU stateE W7 5l= W o] & v wj7bx] H gttt o]2| 5t ©e]E Translated Blocks (TBs)gt1 HEct,
TG 16MBO] NS Fol, 2 AL TBE A4k 7ekeh 782 91sl, A7 FS 43 A% 1] 2t satic
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CPU state+= PCL} CPL(Current Privileged Level)5©] 101, o]& WA= - HYo] 42tz 2 2 A28 TB
912 FYeTh 7|4 PO L A5 A 02 Bl Zlo] ohet junp o2 Pet

I

Register Allocation: 7 target CPU #|X| A B E S AE Q]
A LAHE EA e Foo| WYY, TAE

o] glrt.

Condition code optimization: condition codeE of| Edo]AEu|, lazy condition code evaluation2 A2t
1

condition code S HFR A7) @haL, A& AFRE1E Ao A4S At

Direct block chaining: -2 TBE ZH2 |, A|Ed|o] A% PCe} thE static CPU stateE ©]-85t hash table2 &
o g TBE 2Hoth, thg TBE] 548 ok A= direct jump® sfo] vF2 Aol 1, o TB} ¥lelo] ohel

Ao g el g,

Memory management: target MMUE: o] 58] 0] 435}7] 934 QEMU+E= mmap () A AElZ-2 ARESitt. TS Soft-
ware MMUE ARt Software MMUA| H 34 & w27 517 91sf 7| A& AH-g-_trh. MMU §i 35 o] g}
t} cache flushol= 7-$-& 97| 913f], physically indexed translation cache & ©]-&§tc}.

Exception support: exception 2 A| target CPU state S HF =2 %A} 5] A] Exception©] 2] = 4= Q17| §tt.

Hardware interrupts: QEMU= 1] TButth stEgo] Q16 HE 7} o) 7]51= 2] &l51A] =t} 547} v % 7] &
o EQYUSE BelA AHYE 0712 shelslopuct. 5SS 2w A4 1A TBO] Ado] 717

wlo], wh27]) CPU o] &#lo]€] o] w3l 21 Fote 7] Hof QIE|YE Selo] 7Hssit.

QEMU Architecture

KVM-& vCPU (virtual CPU), virtual memory, interrupt, timerr-2 A|-gs}7] wj&of A4S 7IAHAl S THE 4
glt}. gubA ol tjuto] Ak shte] A| ARG A o] R5HE = A Q=t|, o] 2 Sto] Huto] Aol A o]-25}7] 9|5
ofl&dloldH tuto] 27t Ha sttt o]2fgt Huto] 28] ZHFRHE 9Isf| AHH= 2] QEMUC|t. QEMU AHA|| 4]
© 2 vCPU, R 2] 714k} 3 4= 91014 KVM glo] = sfo] muto] 2 S271s ah} A%o] ufe- vic. wjata)
KVM-QEMU % o] 24t o 2 A1gHt.

QEMU 9] Architecture:= Parallel Architecture®} Event-Driven Architecture©] Z S+ Hybrid ArchitectureE |5}
T Qlt}. Parallel Architecture’= o™ Q o] )3t 227} ¢S ujutct ThreadS AAste] HEH o2 Aot
Architecture©|T}. @ A of Oj gt ¥F-2-A]-& Z 2|9t Thread 2] 7|57} E0]d 4=2 Context Switching Overhead”} 7] ]
7] Wi &9, AA A ¢l A5o] Ho]z] A =}t Event-Driven Architecture’= 5}1}+2] Main Loop Thread”} =" A] Event
A8 AASELL EEAISE EventZ|F 91 © ™ 35 Event2] Event HandlerS 43 A| 7] = JLZ 0|ttt 5}ut2] ThreadTh-S
0]-835}7] W& of Context Switching Overhead”} Zth= A2 712 11 Q1A 9F, Event Handlero]| 4] 2] Event ] 2]
A|Zko] Ao 21 ZHEZ]Ql Event®] ¥h-g-/do] 24 Wojzltk= TS 7HA AL Qltk. QEMU+= 51| Main Loop
Threado]|A] TE-E 2] Event & 381 ¢14+H-8 2|3} 11, CPU Intensivedt # 2]= 3 & ©] Worker Threado]] S+4}5}o]
| 2] gttt. Main Loop Threado]| A= File DescriptorE ©]-85}¢] EventE 2215}11 ] 2]gttt. Worker Thread= &F
gHke o] X 2|7} &+E =™ Main Loop Threado]] 2] &+& EventE @5t 15ttt QEMUE 714} 41 9]
°]-§-5h= vCPU A 2|5 Main Loop Threado]| 4 2| 2|5h= "f 413t ' & O] Threado| A 2] 2] 5h= W4 2712 & A&
- =), AALE] A2 non-iothread A 2] w4l o]2tal S5Fal &2}0] ®FA]S jothread & ©]-8-6F= ] 8] {4] o] 2}
3o},

i
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| vCPLU vCPU O O

TCG (Ti 8 ) )
G (Tiny Code Generator) Warker Thread Waorker Thread

| File
Descriptor o O

O- Waorker Thread Worker Thread
fain Loop
MU
L QENMU )
Figure 15: QEMU with non-iothread
( ' ' N
, CPU .
Fila ey : Worker Thread
Descriptor [ 1
O vepy W Worker Thread
Main Loop TCG (Tiny Code Generator) )
Global Mutex ]
QEMU
\ < Y,

Figure 16: QEMU with iothread

QEMU with non-iothread: non-iothread H¥}41-2 % 7] QEMU Architecture © 2 4] Main Loop Thread]| 4] vCPU #|
2]} EventE o] 2] 2]ttt  5}to] Threado] 4] vCPU A 2|9} T F-2 9] 732 Emulation Zro]dh= 50|t
1% [15p| 1 TCG(Tiny Code Generator)= vCPUS Emulationsl= QEMU 2| =Eo]t}. 7}4F M4 9] 27 2] vCPU
£ 71221 928t E Main Loop Threado]| A/ TF Multiplexing =] o] 2] =] 7] W&o, 7} wAlo] o] 7] e] vCPUES
A3 Qlejeks AR s @02 )5 7] ghzth. ThebA non-othread 28] 7H4F B 41 0§ &4 o]

qit.

QEMU with iothread: iothread 4] 18] [16*]& Main Loop Thread®]| A]+= Event?t %] 2]5}3 2} vCPUnITH
ThreadS Hd5lo] 2] 2]sl= HbAlo]t}. Main Loop Thread 4t ofu] 2t B E vCPU Threadof| A &= A %] of &8 0]
e Sagch theo] Thiead ol§8h7] whEo] iothread WAl AL 7] o a0l Fgo] Hd2 Aol
EAAE Bt s}2]gt QEMUS] 4] o &0l FE= tf R4 Thread SafestA] 2/ =|o] Q1] ¢h7] wiZell
Global MutexE- ©]-8-6}] Serialization &|o] §l17, o]of] ufet A= A 2| & 2] ¢f=t}. o]t 7] o Ego]H e
Serialization 7} #4119 /O 452 BolEg]+= 2 Q1% stutolth vCPUE©] M & 9] Thread & ©]-8-6}7]
o e o2 Al AXT Kol A5 A2 vCPUS o B2ol 5t TCGS] Architecture 0] vCPUS]

o # el &o] o9 ek, whebA] iothreaddh o] 851 4] E G 7H M4 0] MhE A2 Q17]el W E Fxoleh

=]
T'_“
g

QEMU with iothread and KVM: 1% [[7}4 ¥ iothread ¥-4]o| 4] TCGT] 4] KVML o]-&5}0] vCPUS L5 51=
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vCPU vCPU

File Worker Thread
Descriptor
O vCPU viPl) | Worker Thread

Main Loop KW

. .

Q

Global Mutex ]

QEMU

Figure 17: QEMU with iothread and KVM

s ™

J I_ Physical Device Driver _ )
1 B /O Emulation

-

Exception

--["““% Guest Kerne pmtmdm———
\5) i irgfd,

L({‘I. vCPU (Thread) /‘(5--- I

&3]

KvM Madule VJ Device Driver

Linux Kernel

Device

Figure 18: QEMU-KVM Full Device Emulation

grgolnt. A o E2 o] 9 Serialization 4| 17135] 283l QLA KVMO]| oJsfA] ZF vCPUE E = A2 d
o} o2 gt o] w2 el 7Hd HAle At = 2€st7] §1siA= QEMU-KVM< o]-g-3fjoF gt

QEMU-KVM IO virtualization (Full Device Emulation)

a3 QEMU-KVMPoJ A full device emulation ¥}3-& HolZFth A|AE 9447} 2FAl o] t]ufo] A Edfo]
HE 345ttt /O 4382 @ A 51H Exception©] WAY51o] KVM module 2 trapEI th. KVME QEMUE AA| &
She, QEMU ]| 7] Exceptiono] Y} o] -5 M gtry. QEMUE I/O emulation 5tof £ AE FA A 52
tjrto] A EgtolH o] /O 84S ghrt. A 2|7t EUH QEMUE ¢h= & AEd 1, KVMe] 7| irqfdE 5o A] virtual
interrupt injection2 Q & gtct. 7HAFH AL virtual interrupt injectiond E3j /O 2% o] Bty Q1 AlGHc} 9]9]
T2 BE 1O uttt QEMUO A 4] of g 8|o] 2 St = context switchingo] gho] WAL 8 Q@ 5| =7}
it
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7.2 Virtio: Towards a De-Facto Standard For Virtual 1/0 Devices [15]]

7129 QEMU 7]4He] tjuto] A o g&eflo] A WA 9] A 5ol eA7L vk s s
driver] 3 paravirtualization 7]¥-& #-85}o] Linux 2] 7}”’ tjHlo] A EetolHE TS
IS Xen9] split device driver?] T4 2l Xeno] & BAE 25t Y& & 714 10 WAY
2 5 2 2510, Virtor} ol S BEE 14 Tufols efolw S5t 2 A ahe] Eafol
204 AT APIS Sefo] i o] ABISH A5kl AHSHE S 5t Ao|ch SAE 35 ABIS AFstol, virtio
9] ring mechanism (virtio_ring)-& ©]-85}7| s5}+= Z o|t}.

Virtio: a linux-internal abstraction API

Virtio= 7|22 © 2 Split driver R &2 F5lH, AAE & A| Ao front-end Ez}o]H 7}, 5}o] 1 H}o] 2 o back-
end Egto| 7} A5ttt KVM-QEMU L% 0] 4] QEMU-= backend driver &SHe 5}, A|AE & A A o] virtio
device driver (frontend driver)S ZA| Sttt Virtio= QEMUS} virtio device driverS 9]t 541 API ¥ Framework
2R F25H=], o] & &-8-5) virtio device driverE TH= 4~ §lt}. Virtio= Device Configuration API2} Front-end
driver®} back-end driver®] Data transportE ¢t APIE A| &3ttt Virtioo]| A A &5}= API+= 374 ¥ H Configura-
tion APIS} = 2ho]H|7H S418 913t 1O APIE A28,

™ 2] Configuration API'= o}gf| &} Zro] 47}2] 7} &4 gty

1. Reading and writing feature bits
2. Reading and writing the configuration space
3. Reading and writing the status bits

4. Device reset
IO API= Virtqueueahs 541752 AH&a4 Eatolut Blold wehe 3 4 9lrt.

struct virtqueue_ops {

int (*add_buf) (struct virtqueue *vq,
struct scatterlist sg[],
unsigned int out_num,
unsigned int in_num,
void *data);

void (*kick) (struct virtqueue *vq);

void *(*get_buf) (struct virtqueue *vq,

unsigned int *len);
void (*disable_cb) (struct virtqueue *vq);

bool (*enable_cb) (struct virtqueue *vq);

virtqueue_opso]| 4] add_bufi= queueo]| A2 WS F71 o] AR HLE kicke SAEA W7} 371 5
Fa= L=t AFEEM, kick 22 A7]1A[A o271 ] B{H & batch® *|2] 7155ttt get buf:= used buffer
£ 471915 AH8H . disable chb= tHbo]2of Higt JIEHEE T1+= ZA 7, virtqueue 2F¢]o]l T gt callback
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2 11 2 golth ALET} 37} Q14 AH§¥9A) Betz Bt 590 ATt enable_cb: callbackE A
24910 2., queneo]) EAJaH= B 52 A5 Mok thA callback 7L 7ol AHgatet.

Virtio_ring: a transport implementation for virtio
virtio_ring- virtio2} virqueue 2] L@ of] AFRE LF oW 3712 FE| 2 LA =T

1. descriptor array: H{ I F4, Z4o]& HolE A HE

struct vring_desc

{
__u64 addr;
__u32 len;
__ul6 flags;
__ul6 next;
}

addr= W1 F4-0] ¥, [PA(intermediate physical address)©|t}. len2 ¥ 1 9] Z o] & o]u|gtt}. next= A €A
20 2 AFEEH, T3 W1 A F Ve flags 270 2 A El=d, next7} validgt Q12| obd 2] ey
+= ZrolH, buffer’} read-only, write-only 91 2] LEFUY+= Fhol .

2. available ring: A|AE 7} A A 5}= ready H T ] AT HE

struct vring_avail

{
__ulé flags;
__ul6 idx;
__ul6 ring[NUM];
}

idx= H 1 9] index ©|H, flagst= Q1E] Y E suppression 241 0|}, flagst= F712 2l Q1

I
2 &27] Y5l AFESHe}. available ring2 descriptor table B 2] 2] 4=(index)ZtE2

ring©] W= 22| o] virtqueue7} H|F2 0 2 F2517] 2ot

SR EXE
H

] & 5tt}. available

3. used ring: SAET} 2| A 5)= used 11 T AT HE

struct vring_used_elem

{
__u32 id;
__u32 len;
}
struct vring_used
{
__ulé flags;
__ul6 idx;
struct vring used_elem ring[];
}
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( LTH.TqE,EE{i )
PJ___*_EI_”_“O Device Driver VirtlQ Device Emulation
txcnptorﬁ Guest Kerne i A___
-==e===(g ( y
i _irgfd g
[ ﬁ.fCPU (Thread) l T [_" Main Loop Thregdd ]
L O O @ |
——— ——— 2
'n'ln.qﬂ }—JX v‘ p
______ m
I _loeventfd _:
KV Module —F Device Driver
M
Linux Kernel
L .\ _:
Device

Figure 19: virtio device emulation

available ringZ} -fAFSIU SAE ] o314 2240tk flagss SAETLAAE A Tlold MHE F71S
o, kick ¥4 o] @ ¢l-& ) A-g-gtct.

virtio_ring2 F714 0 2 AAE FA A|7H2] zero-copy2} page flipping 7] H-S &85 4] page -7 5= T4
N7 4 ek

Current virtio drivers
A A2 ¢l virtio driver2] AP tA-L 2ok WA, AIAE L9 A A7} virtio device Ddriver?] front-end E2}o]
tﬂ £ 9 =, 10822 A =3t} virtio device driver”} virtqueue®]] I/O H| 018 & & 7] 11, kick's2F 2 2 KVMOJ|A|
o] gle2 ¢t} KVMo] QEMUE A A&7 |4 QEMU 4385111, ioeventfd= virtqueueo]] ©|o] €7}
ettt QEMULE virtio2] back-end E2to|H 2 virtqueue 2] T 0] HE Agstal, SAE 294 A ofA 10
Shth A= ©AE S GA A 9 Hufo]l A Egtol o] @ 3 o] AL E AL tlo]HE A 2f’ttt. Hlo| ¥ A&7}
2] A7E QEMUY} virtqueueo] 211, QEMU+ irgfdE Ea}]/ﬂ KVMof| 7 virtual interrupt injection<
t}. KVMo] virtual interrupt injectione £ 7= Ao A 10 &5E Adsich. 7FAIH A 9] virtio device
driver= 7H3 QIE|HEE L 10 @ A o] ehm B }lrhal Q14 virtqueueof| A Hlo] B 5 ob& 4= QUth.

ko mH ko 32
S ol UIO
o g oo e

ol

AE A AL virtio blk outhdrE &-85}=4), virtio_blk_outhdr& o}g e} ).

struct virtio_blk_outhdr

{
__u32 type;
__u32 ioprio;
__ub4 sector;
}
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Descriptor Table Available Used Descriptor Table Avallable Used Descriptor Table Avai Used

R[ <4
~ R ~> N Wi = R| 4
A\ L e 4 X Wi =< E E e
\\ - S \\\\ W| =t
.\‘ : E E A - N =

us ‘ struct virtio_blk_uuth}r\ ‘ \ | struct virtic)_blk_outh\dr\ ‘ status]
Y
filled
empty putter
(a) virtio request placed into descriptor ta- (b) virtio block read ready to be serviced (c) virtio block request completed
ble
Figure 20: Virtio descriptor process
- ™
J virtio-scsi Device Driver
i Exception /iy Guest Kernel
P —
- vCPU (Thread)
<
6) QEMU
5, s r,
—¥{ vIRQ | O ~
RERIEEER I J_ ———"
KVM Module {.-i_;'.;.‘“-'.e'"'i?ij-.-'h{r:") | |ﬂj wrt a-scsi Emulation
w --”5----..' vhost-scsi
LIO (Linux |/O Target)
v 1
Block Device Driver
Linux Kernel
\ 1 Y J
. Y [
SCSI, SATA
Figure 21: vhost
type-& 9]7], 2 7], generic SCSI & o], write barrier¢] 2] S WePHT). ioprio2 10 £A14=¢] o]t} sector= Q7] &

2 2 7)o A 512 byte offset-2 LEFAT}. virtio blk outhdr+= virtqueueo]] S50]71= W3 Q 2] A 16 byteo]
metadata TFJ-2 LFeEFATH virtio blk outhdrs Q7| A-go|ct. 13 AA 20 A& VebdTH T AT E
E] g|o]E 9| A] virtio_blk_outhdr — empty buffer — status <~A 2 2= 7} AZA E o] QIth o 7] A] empty buffer,

status’= 27| A -go|c}.
Vhost
vhost: 13 21| QEMUZ] virtio device emulation= kernel 2| 0] & 2 714 2}A] =8 51= WAl o|th. QEMU

2 9] user level context swtiching®] &¢]-5¢] 4] Context Switching 3+& &Y 4= St} ESH G4 H o &84
0]l QEMUY} AAEH o] H&2 U= BEAE A & 4 ot QEMUS] global mutex& &-83] serialize¥
o] A o B o] Aol A= 7Hd WAlo] FA o] B2 V0 85 A] 4d50] Holx]= o] 3=, vhost= global
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Device Driver ] l Device Driver
I VM A VM

Device Emulation

Device Driver

T Hypervisor | Hypervisor
Device ] [ Device
Host PC | | Host PC

Figure 22: Device direct assignment

mutexE 8514 ¢7] tiZel, 45 F/gel At QEMUS| q&Q Hupe] s o E# o] vhost-scsi + LIOE

Vhost-user: %= E2to]H 7} kernel G oA G52 4= Q= ofy 7] wiZe] user G oA S5 715 vhost
7] o] vhost-usero]t}. vhost-scsi Z-2 backend Eglo|HE Sz A2 284 AFe3Ith Eglo]vl= QEMUS}
HIj o] L2 AR EA I} User space backend E2to|H 7} of &8 0] A2 4345t

7.3 vIOMMU: Efficient IOMMU Emulation [2]

virtio, vhost 2. T} 10 7}AFSHo| A H ol 882 7] $5lA]&= direct device assignmentE = Z o] 717 Zt}. Direct
device assignmentet 1% 221 7pArH] Alo] vl & t]Hlo] AS o]g6t WAL whsit). o] - slo]HHfo] 2] <]
2430] 9] §17] Tl M Aol 7] bare-metal AT BT 10 4% ¥ 4 9lek. SHAITF Direct
device assignmentE &-85}7] I 4l= o 2]7}A] AlefAre}o] Q.

A7, E4R v T4 ALE LIAAE LMok H= ”741]7} At ©

EE 59l tlolEE nesty| wizo WAttt DMA HEE= = FAE
oIS DMA 8 704] 2H410] 251522 R o] DMA 878 51| szeleh 1
o} 7] w2l DMA page miss2h= 4215 A4 7F EAR . o] & W A]517] YA = Al
EA4% & 4ol 1A sfjoF it
EA =, 73 A o] IOMMUE At 2 -8-514] Z5h= 24|71 91Tt Bare-metal A| A& o A= t]Hfo] A Egfo]H]
o] |12 HH=]5}7] 9154, IOMMUL IOVA (I0 7}t %4 )E PA (Physical Address)S ¥ A6} HFA] © 2 t]u}o]
2~ Egtolrt 54 B4 99 o]9)E A48 EaHA Sk, sholwluto] A A AE ML ALE LA}
IOMMUE %422 §s17) 2517 t2o], o] 464 sfolmulo] A o) 2h4o] Bpaom Waldit. o2
v 2)5}7] 93l A] paravirtualization 7] -2 2854 IOMMUE &-&3}oF o=, ©]+= full virtualization®] & 7%
= Aol e A A ZS

AA 2, IOMMUE Th2 #4102 8-85he o] 4.8 B854 2o 2A47} 91t 32bit 242 AHRSHE legacy T
Hpo] 2o A IOMMUE & 5}1*1 64bit =] F4 FZro] W T 5 A=, stolmute| Ao A o] & &85
s}

A
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Guest Emulation System
Damain Domain Domain
(Same-Core)

Memory

(2) Update
Mappings

B Emul
1DMMU T
Mapping v
Layer }
>,
A ) Emul.
Wy )(9 5 | [1oMmu
%, o .q'.v.a-r-‘a"" ¥ Regs.
o N
W, N >
10U [ﬁ-’ Update | oy cical
Emulalion Mapeings [y, pre W
) o
Map / Unmap R Buffer .
/0 Buffer AN _ 110y
%, e [} ranslate
% (11)
Fhysical
Access
1CMML
hgyiova
Access
10 Device ol
Drriver (8) Transaction /O Device

fo IOVA

Figure 23: Samecore IOMMU emulation

4z ES0]4Q] IOMMU o E#0] 9] 5]
Mol 1|k wAlo|th VIOMMULE 7P Alo] 7}
IOMMUE 717 A o] Beflo]dajzE uH4olct. 27 Heg 2|95k IOMMUE IOVAE 71441 9] &2
342 WAT o2 HFHQ BalFag WAt BAS a)dsttt o, 26 o] A YEE shE ol

a e,

Samecore IOMMU Emulation

10 7] o] gaolde 7124 0 2 tulo]x g7 AEo] B3t AL trapT o Belo]fat WAoo FaHTE
o Eeo] A5 IOMMUZ] 27 A7} 5 o] 7] & sto] Huto] 77} not present® A a] £, AAE &7

A|7H IOMMU 72918 &) sto]mufo] 2] 2.0] rapo] ¥4Y5}7] k.

1% 3 x4 A A 171 2] DMA transaction 87 ¥Hg-2 B th23t 2ok 7 A1 9] tupo] A EgtolH 7}
10 bufferE E-2] H| 2 2] o] M 35}7] 5|4 IOMMU mapping layer& H-2t}. (1) IOMMU mapping layer= IOVA
P& Guest H| 12| o] Fstal, ALE GA|A 2] Page Table Entry(PTE)E W3ttt (2) PTEZF AHEA
TS HAL Q7] g Zof, ALE YA A= IOTLB (I/O Translation Lookaside Buffer)E- invalidation Z| 2] &
et (3) S Hg-2 IOMMU registerof] 227] 2932 &AYA|717] Wiz, Sto|wuto] 2] &2 9] trapo] WY St 5}
o] mH}o] 2= o & o] A IOMMU| HZXAH FEE o] E gttt (4) o]uff, AA] IOMMU 2| 2| A~ Ffof] A=
Zo] opd of g e|o] 5 IOMMUZ} EA|Sh= | 2 2] g 9 o]l 2t} sto] mHfo] 2= IOMMU of &g o] A 27 of A
2o A MEA FER ALE FGA A S PTE ZHE o]t (5) ol PTE AHE Et & A4 &2 v K]
| 0] 2] & pinningS}tal IOVA to GPA(Guest Physical Address)E IOVA to HPA(Host Physical Address)2 ¥ $Ho}o]
AA| IOMMUe]| GHo] E gtet. (6) o] Aol fg o] R H 29 5 a3t 45, A4 IOMMUX invalidation 774
ARgRtet (7) SfF S 10 Hu 7t A &2 w2 Aol Wgo] Ht. 351 2 et o] 9] A|AE RFAA
& ZOFbA 10 2] Eto]H 7L IOVAE EHf2 DMA 8 %2 A2t (8) tHlo]~ DMAE AE= IOVAS
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------- inaccessible accessible -— - accessible via
I0TLB

,,,,,,, inaccessible

accessible ~— = accessible via

10TLB unmap(1~5) + unmap(6~9) +
map(1~5) invalidate(1~5) map(6~9) invalidate(6~9)
unmap(1~5) + unmap(6~9) + Host
map(1~5) invalidate(1~5) map(6~9) invalidate(6~9) I I
Host H r— Mapping layer
VPN 1~5 I - VPN 1~5
VPN 6 ~9 VPN 6 ~9
Time Time
(a) Strict mapping (b) Asynchronous mapping
------- inaccessible accessible -+=+= accessible via --=----inaccessible accessible —+== accessible via
I0TLB 10TLB
Reserve Reserve Initiate unmap &
map(1~5) unmap(1~5) map(6~9) unmap(6~9) invalidate(1~9) map(1~5) unmap(1~5) map(6~9) unmap(6~9) invalidate(1~9)
Host l_l ﬂ - Host H ﬂ T
VPN1~5 -t e TI‘I ————————————————————— VPN1~5
VPN 6 ~9 - VPN 6 ~9
Time Time
(c) Deferred Invalidation (d) Optimistic Teardown

Figure 24: vIOMMU mapping strategy

Ediz m®e] HZ2 A=stal, IOMMU] o] IOVA= HPAR W73 = o] AA| W] F45 Hd o A
=t 9)

919] W42 S VAL ALE 2GAA ] SHM A FL& FAGte] HPAL AT 5 gk B3 BE 7}
Ayl ale] Hol 2|7} o B4 wo] A|ghe BelFae] 1AL 4 Gk BE 7
£ Ao 2M, 4 7hg A10] TOMMUS] 7k ¢l o] 4 9& 4+ ik,

Optimizing IOMMU mapping

FFAA = IOMMU H9-& 7511 535t dHgof| A o ?l WY A2k A 4 ok olnf, 5 g
ALST REATE EFo|lEon@ 13t} glsA0 7| E Rt = [OMMUS B35 7%

AFESEAL Qlth. o]+ IOTLB invalidation2 1 10msa}T} batch 7‘4% g]s}~7 11
= St} A5 aRato] EAsHE 9191 TOTLB invalidation©] 1|9 H]A+ 2F¢] 0] 7]
A7t ZoF, tjH}o] A7} invalidationE] 2] 952 DMA ESHA AL S 4= 917] | &of HS 7]
BEE =oAL relaxed settingo]2t F 21, 12 2 Z+o] IOTLB invalidation-2

settingo] 2} HEc},

Y,

o

o

12}

ot

o R

Approximate Shared Mappings Shared mapping-2 5435t E2] H o] & 7IE] 7| = tt2 § a3t Wy g & ol
g wrolth. S B4e o, A2 BB WELE sewp teardown o] B gFobd A%
Arg- S = Qlt}. Willmann, Rixner, Cox 2] =2 [I§]o|A]= RE IOMMU W o] E28]F4E IOVAR HESH=

[e]
d=
o W3 A2 XE F7}ol|A] shared mappingS 2H-8-51=

L 1kAlS A A G} A9k 24 IOMMUS] A9 7+ 10
AWt IOVAS £ e 2545 W3S 5 7] of

kS
wol, g " A5 425 AHEShe 22 W] AHSE
2 oA 7] k. vl R 2] AFgeFo] H|Tk BAIe A4 2TE ) Red-black treeS AL-g17 Rt 2 @ wo| =7}
& =ofZth Red-black tree -2 E3SH At 125 &-85}7] 95iA A AHE-L approximate shared mapping
A)§rth. Approximate shared mapping A8 o ARFEE A1 A %1, FalAE He A8

_{

v}
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o} ot UA|E BeFAE WS YRS /T Gl 5 WASH RF 4 9k 4 S golt. 4R 7
o o

= =
I E ¢|o] LRU A& AFE51=1), 10 1 Sdof th3] temporal locality, spatial locality S &-85}+= 2]

Asynchronous Invalidation IOTLB invalidation< bare-metal A] 2~ #] 2] IOMMU unmap #] 2] 7174 2] 40% 2] A| 7+
Z}A) 6ttt IOTLBS batch#] 2]3l= 7S 28R A 8] 6}= 49 X%, invalidation 2H4-2 IOMMU 9] invalida-
tion ¥ A A E| L} invalidation F-of] 2 3 5}= 47t H | @ A5t thread= IOMMU”Z} A A £ invalidation©] ] 2] %] 7]
Z7FA] block ¥l th. ©]& synchronous invalidation®]2tal X2t} Asynchronous invalidation-2 IOMMU9] H§ 7| %
& A=A SAGA, A5 S T YA A= L™ R4(0b)R} 2ol invalidation 2 77 0] % block ] 2] 911,
A4 7o) 7okt At ?_ 22 E 954 invalidation-& § A3+ IOVA < & o o all AL invalidationo] &= = wj
7HA A2 g2 Al e 4 itk Ko 7]50] 3 &= =1k 2 W cycled & ot o, 2|52 0] wo] 2] g
A] invalidation ¥} 91 IOVAoﬂ st 2219 9 YAHE-S 22 o] glot. A A © 2 = asynchronous invalidation

A, BAlell 27014} 9] invalidation©] o 7] 8= 9= ¢l

Deferred Invalidation &7 2]% 2o 4] A}-8-5}= IOTLB invalidation- batch ] 2] 5}= H}A]-S 2Hich. 13 R4(c)|
of A A 10ms ‘52 Z o 250 invalidationS 34 A @ J T 4~ Qlt}. Asynchronous invalidationof] H|3[| A H. 5 7]
s50] SAElE 717F0] B Atk (10ms) o Beflo| A E SF=glo] A Aakato] Fofit Holtt.

Optimistic Teardown IOVA -8 A AL-&5H= Z1 0] IOMMU Al 5-of 24 & o]t} 1 0]-8= I0VA HY-2 AJALE
AL, IOMMU €] 5| o] 2] g o] E-of| A f§ 3 A 2 & 53| 5}= ¥} 7} IOTLB-E invalidationsh= Y14 1} #| o] 2] H| o] &=
AT k= I IOTLBE Al sk ¥ o] E 2 lo]#]7] wjZo]t}. Shared mapping2 AH-85H7 L} Deferred
invalidation AFE5}E 2t e, IOMMU H o] Z] H|o]E-29] W2 unmap R HA] SA] A4 T7] W&, IOVA H
A& AAHESHE AL sl FET Optimistic Teardownol| A= 18 R4 7 I0TLB7} A A 7ko] & 1A
&= 2S5 12HsA, IOMMU Ho]z] Hlo] 59| WRh e AT o]F A=A ¥H=tt. o]i= IOTLB invalidation
= ti7lste AIZHE<SH IOVA ‘ﬂ"do] AAREE 4= Athe ZIdolA] e oln B o 7]5o] S H«= 7|72
Deferred invalidation®] 73 S L5t unmap R A A] S| WS FIFO Fof BojA Ba]sittr A A7)
A ol A Hﬁfﬁb}i—t— W2 A= unmap A 2] St

Sidecore IOMMU Emulation
trtol 2 o Bao] A& THE coreol 4 AldsHe W] ofu], Hutols o Bdlel ATt ALE SHAAE FAl]
A Slolof ol Fri. VMexit 2 UHE A 5 51014 F5Tadol Fek. 7122 IOMMU of
& o] ¥4 samecore IOMMU of &g o] A3} -5 U5ttt 2ol 0 &= WA, ALE LFANAN 7 =] A 2
g A

B2 A8 o A sks sho] Hutol 4 rapi o] H]-go] #FITh. o], sho| Huto| 47} Al AE SR AL} FA
2] 267} S m e o og F-gln] sho] Huto] 47} 41X polling”| & E-8) AEES A AE S o] &
do]5}7] whRolth. A 2ol 2, stolMuto] At AL E A A7} Th2 To]of A 755 B2 cache pollution
@4yo] Hojzitt. stolHuto] 47} polling 7] 0.2 # A AE F2e SIsto e 04 4742 @ 7ARo] &
A,

Synchronous Register Write Protocol: T]Hfo|A Egto]H e} TlHfo| A X AE 7HO] A7) 2HJ o] F 7|8} 2F o]
ofof gh}. tito] 2 Eakolu]7} tiuto] 2 sl 2| 2B o] 227] 1S 6}l $hE K1 58 Wolof ol k7|8
% 9le
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Single Register Holds Only Read-Only or Write Fields: sidecore S}o|m{H}o]Z o A= A|AE A A 9] tjHt
o] A Egto| 17} read-only fieldS H AW =] SAISH 4 917 wjZEo]th

Loose Response Time Requirements: T]H}o]A Egto]H o] EA tjulo] Aout A& &= A7 71 A5 AF&5)
Al =4 duto] A of gdlo] dof| A= A2 H Ago] E7Fs ottt tiHfo| A o gd|o] -2 d¥ta o2 StE 9o
AHEHoH= g 7] o 2ol

Explicit Update of Memory-Resident Data Structures: sidecore 5}o]mjH}o]z]of] E W2 8] ¢ 18- A E polling
St= A2 vl gg&ol7| tf 2o, 54 me] JIof 1 FH AuF2E PAH L2 7PAlsh= o] E 8ottt

} © 2 control HAAE7F A& 42 sidecore o & o] A5o] &2Htth Intel IOMMUE= ¢ 4712] &
=S}, 9FH AMD IOMMU+= 29 A A 2] mapping layerof| /] E4 W 2] Jdof T A H L2 E

2 A8k AL 27617 97 Re] 4NEA S Wzl Rt

oH -IN'
olt
% mlo _1>4

lo

/\1

Reasoning about risk and protection

9] 7| HE| A IOMMU 2] H Q17|58 &35tsl= o]-§-2 10 tjuto] A E2to]H 2] unmap function call £ (logical
unmapping)E A A &2 IOMMU 9] o] ] o] &1} IOTLB 9] invalidation-& ¢+= (physical unmapping) # of] 433
37] w0}, 2 logical unmappingo] 215 $LAIEF A4 2 physical unmappinge] 5+8E]7] ke o] 2|7} 27
ot7] W7ol HQt7] 5ol ghals = Aot LA H o2 ThE A AE 2 F A A7Fe] B S < inter-guest protection ©] T+
143]— EX ALE &9H A YE 2] B35 2l intra-guest protection®] T3] © 2 thA] B4 5| 2 2}, Physical unmapping
A5l oL} 59 Sel o] 2957 el 62 S0l 59 71l o] el
& 4= glet. o] F5 o® IOMMU 4 7|2 AR8-6HE 7ol inter-guest protectiong A

5249 guto] A Eglo]H = logically unmapping©]| ¥ 74-$-¢} physically unmapping©] H 739-E %‘Q o}-7ﬂ
Tifl, logically unmapping©] 0] 2|5 =2to]HL} 10 stacko| A 2 S & AREE 4= Qltt. o] wi&]
7150] &slE 71HH -2 AFES 79 intra-guest protectionS H A S 4= gith

4 R om S
w :(o

N,

=

o }01'

M

ot AlA) R T 7)50] 95tEgem oA T duht gl=x] dotRat. YFAA T E =A6}7] 984 win-
dow of vulnerability 2} stale mapping bound®]] %3] 2 2}. window of vulnerab1l1ty31' DMAZ} logically unmapping
o] & Q] A9t physically unmapping =] 2] -8 stale mapping 2.2 10 buffero]] ¢]7] = A 7|7} 7F53l 2= A|7Hd
Q& sttt stale mapping boundeh E4 A 7Vo]| A 2|t stale mapping 0] =AHE WSttt IOMMU 3 7| H o] o2
IHEE BRaH obele) Aok

No Risk: Bare metal A| 8] of| A 2G| 4| 7} strict mapping2 ©]-8-5t= 73-¢-U 7HH A A| 2/l A ALE 2
A ALt SAE SGA A7} B E strict mappingS AFE-5F= 7-2-o|th. Bare metal, Samecore o] & o] 4, Sidecore
of Egflo] el Aakglo] strict mappingg AHE-0h= 9= Ho7F &3} H2] ¢F7] w2l 1ALt gt shared
mapping®] AHg §7 e 9@ o At Qe

Nanosecond Risk: S AE 29A| A7} AA| 2 invalidation requestS & 3 5F11 A E2] IOTLBO] invalidation
o] Agr]= A|7to] nsHjoltt. FAITE 5ot B G Ut ER] &= &7 Bare metal A| Ao A asynchronous
invalidation AF8-SF w7} 54 5tct. Samecore, Sidecore of &&| o] Ao A= AAEQF S AEZES] EATA o] 5
g At Z3s7] dizoll, o] Algtoll= St HA A ¢t o] %% stale mapping bound+= 27} 2] ¥4
A o]1l, window of vulnerability+= page table entryTd H 128 Afo]Z A o]t}
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Microsecond Risk: Sidecore of| E&|o] oA A|AE 2 HGA| A7} Asynchronous invalidationS AF-g-5l= 7529
el &= Q1= Q] T o|th. window of vulnerability«= F o]7F EA1H]-8-9of 9]} A A ¥}, stale mapping bound+=
ASdAFo 2 128 entry R o]t}

Millisecond Risk: 5= A A Hl o] & Deferred invalidation©| 1} optimistic teardown 7| H-2 AF-&5H= 7 Q-of WAy S
% 9l SlEmolT).

7.4 Platform Device Assignment to KVM-on-ARM Virtual Machines via VFIO [13]

YESIZ B Mol AL 2B A 2L 10 2AE 7P 8tshs 739, user spacee] gk QIE|H o] 27k £A5}7]
Lol MM A AAT 4 Gl 4 ol S Aol Mol A o Bdo] Aot Ao 2 JHEHE QAT KVMO)
A9, 8 o Z A0 e 2 QEMUE AHgste] tutol o Beflo] 42 ek, QEMUL KVMe|A] A8 8k

A HO|AE Sl ALE LYAAT 54 HlE2e J9& A 2 5 rapo] A== AT & AUt
I

rZ:,N

S trapo] HAYSH= 4-F-, QEMUZ} AP =™ 10 =] o &0l d= 4 ﬁgﬁi‘ﬂr QEMUCA IHHE HEZHE
o &Eg|o]Ast= WAl o 2 10 #AF2] ¢1¥ 3 E(virtual interrupt injection)E A 2]5H= Z L& .24, ARMO|U x86
F JIHYES 7HISIshs stESOE AlEsh7] dieel, ol KVMOllA &-8siA 2] JAHHES A2 dh=

QEMU Device Emulation: QEMU-KVMOo{| A tjHlo| A o &E8o]H-& KVMY] 7|58 F-3 Afo|AoA &g
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Virtual Machine

Figure 25: Device Assignment with IOMMU
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Figure 26: VFIO
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Figure 28: IOMMU + SR-IOV
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